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: (U) Executnve Summary

(Y): On 30 January 2014 the CIA Ofﬁce of xInspector General (OIG) openedﬁ:an,mvestrgatton
- -into allegatlons that Agency personnel 1mproperly accessed Senate:Select; C) mrmttee on .
gt ¥ Intelhgence (SSCI) ’staff files andirecords on the CIA-operated and mam :
- 'Detention, and Tnterrogation network (RDINet). ‘On 30 January 2014; ir
i O SC.§ 35 l7(b)(5) ®IGarepo ted the matter to the. Departmento )
v vrolatlons of Tltles 18 U S C.'§. 2511 (Wiretap Act) and-18 U.S.C §“«1030 (Computer Fraud and i
- -AbuseAct)’ The: mvesnganon was predxcated on mfonnatxon obtamed(as pamo “an OIG revrew"“‘ 5
mto allegahons made by SSCI Chamnan Dianne Feinstein | to Dtrector of the Ceutml Intelli gence :
Agency (D/CIA) John' Brennan that CIA personnel had “conducted oné: or more searches\of the .
' _Jcomputer network at anioffsite facility that: the CIA had assigned exclusrvely to the staff of; the :
~[SsCI™ The%OlG mvestrgahon was limited i in:scope'to revrew the conduct of Agency ofﬁcnals, o

and dld 1ot examine the conduct of SSCI staff members . :

. (U) The OIG mvestrgatlon deterxmned the following:.

L (U) Frve Agency:’ employees, two attorneys’ and three mformatmn technology (IT) staff e

members unproperly accessed Sscr Majority staff shared dnves on the RDINeL ke

HeOk (U) “The three IT staff members who accessed the SscI Majonty' ‘ared dnve " oL
dlsplayed a lack of candor about their acuvrtles when mtervtewed by the OIG

2 “(U) The Agency: ‘filed a crimes report with the DOJ, repomng that ssct staff members :
-may have: unproperly accessed Agency information on the’ RDINet The OIG A

. fmvesttgntmn determined that the factual basis for: tlusweferral was unfounded and .the‘
' author of the letter had been provrded maccurate mformann on whrch the letter was
B 5 (U) Subsequent to drrectxve e by the D/CIA to halt the Agency revrew of SSCI staff A
" accessto the RDINet, [ ]Secunty[ OS) conducted a limited-and - Landiharin

¥ vlncomplete mvestxgatson of SSCI actxvmes on the RDINet that mcludedl» ' 5 M& e
] _Jand areview of some of the emails of SSCI Majonty staff members on that

network ! ey L E ,~'

Agency’s rendmon, detentlon, and\mterrogatron activities.’ RDINet was. created (o allow, Agency
staff to*rewew docnments for producuon to the SSCI and to provrde appropnate documents'to

(U) On 30 Apnl 2014 the DOJ advised thc CIA Inspector General that DOJ had completed 1ts revrew of the
: allegatlons and had:no prosecutorml mterest Ha : ; :
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_respectlve‘shated dnves

; ‘summary/analytxcal documents were: conmdered and marked as mternal and pnvﬂeged by-the
- Agency:: The Agency holds that: the‘documents were outsxde the s scope of the data. whlch e

(U): Whtle there was-no stgned:memorandum of understandtng between
: regardmg access to the RDINet; correspondence between then D/CIA P

‘have’ no expectatton of pnvacy

- (U) Improper Agency Access to SSCI files on RDINet

(U) Onor before 9 January 2014 personnel from the Agency $ RDI team theonzed that SSCI g
% staffers had unproperly obtained coples of the pnvxleged 1ntelhgence summaries created ,yfthe i
+ Agency,and-that these documents were stored on the SSCI Majority s staff shared d_nve...; On" o

d January, members of: the RDI team used the I'T" system ‘administrator acce 3510’1 }

% Majonty shared dnve to prove this theory The' Ofﬁce ‘of General Counsel (OGC) attomey

“membersof , e
% ﬁj:,pnvﬂeged documents A second OGC attomey,[— hasked three members of _the v

‘documentatton The attomeys therefore beheved the SSCI staff had 1mproperly accessed

_ 'mtelhgence summanes onto' the SSCI Majonty staff, shared dnve ' £ i
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i.t

of documents prov1ded to ,the SSCI xrevxew ‘teams. Followmg revtew oftrelevant document by ' e : e :

the'RDE: ‘team, responsive: documents ‘were then made: avatlable to. SSCI staff membets on thetr :

). As part Of the. Agency s efforts to review and provrde documents o the‘SSCI <then D/(
Leon Panetta requested summaries of the documents “being. provrded togthe SSC ’,’Ix‘hese

Agency agreed to, provide, for the: SSCI 1 review. ‘The cneatJon of such summari ,_f,; was: halted i 1;
early 2010 when the DOJ:began : an mqulry (led»by Assxstant Umted States Attomey Jo 0
Durham) into; RDI matters R ;

Feinstein estabhshed a common: understandtng between the parues that the SSCI shar dnves R
would be a. walled-off area that would only be accessxble to CIA-IT adnnmstrators for thy sole v a0 f‘,-,_..‘ i
purpose of' IT: network administration. In- addition to:the common undcrstandtng, the. SSCI staff P '
were provxded a wammg at ,each logm that thelr “use: of this system may be: momtored and you R

jumlaterally concluded-tha{  had the: Tegal authonty.,to task e A
Jto -access the SSCI shared drive and conduct a: search for: copies’s i

portions of the RDINet that were' restncted to Agency staff, and through thts access moved the APAY

(U) On 9 January, followmg thetr taskmg to. the IT team, the OGC attomeys. :

: Agency s mternal IT momtormg compon nt.thh obtammg fuxther mformatlon on the actlvmes B S R

OIG Case No. 2014-117184G - 51
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of SSCI staffers on/ RDINet usmg data prevrously collected by the Agency on the system ‘Both: .
:attomeys mformed the momtonng team that the taskmg was dtr ed=by'the'D/CIA however, the

B N

’Chatrman and che Chammn a jomt forensxc revrcw of the activities of e staffers and

' .'Agency personnel on the SSCI shared dnve Thef [OS was then asked by the G)fﬁce of the HRias

. interested in a _]omt Teview, r 0S requested concurrence from the. D/CIA's office to proc
_witha umlateral rcvww of Agency-and SSCI activity on the SSCI. shared dnv' ¢
~ for concurrence from D/CIAE l/OS directed an investigation: b){ ]

based, in part, on mformatton prevxously collected by the momtormg team

~from RDI-related ‘matters and was therefore largely, unaware of programmatic details, ﬁled a

'ASSCI was on’ ‘standdown for any Jomt review.. Dcsptte thts nottce that SSCI was no longer !

generatton of a report of SSCI actmty on thc SSCI Majority. shared drive,: whrch mcluded i i‘f" .s "

(U) Agency Crunes Report. On Alleged Mtsconduct by SSCI Staff

(U)-OaT Febmary 2014 the then—Actmg General' Counsel who hadsprewously recused hxmself

cnmes report with the DOJ, as reqmred by Executlve Order 12333 and the 1995 Cnmes

information provxded to htm by, bS The crimes: report stated that SSCI staffers, may have

exploited a software vulnerabrhty on RDINet to obtain access to the mtelhgence summaries -
created by the Agency, in violation of the Computer Fraud and Abuse Act I8 US.Ci§: 1030

The repoit was solely based. on inaccurate information provided by thc two 0GC attorneys to s
| |0S-and was not supported by, or consistent with, the results of the‘ltmlted m'vesttgauan TR M e R
conducted by OS team. The OIG investigation determined that there was n fac bas1s for the e
allegatlons made in- the CIA cnmes report i

'OIG Case'No. 2014-11718:G o ER T et I
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—SECRET/NOFORN
(U) Lack of Candor by Certain RDI Staff

(U) The OIG determmed that RDINet IT ofﬂcers responsible for ass:stmg m:,conductmg the:

search of the SSCI Majorl shared dnve were not forthcommg in t.hexr 1mt1 ‘ nterwews thh

du'ectJonnto access the SSEZI Majonty staff shared dnve When mtervne‘
confronted wnh ev1dencc of their. acuons two of. the ofﬁcers adrmtted )

ond_yct Thﬁ _ghxrd
officer declined a'second interview.. i R A e

OIG Case No: 2014-117184G
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7 U) Predlcatlon

&2 (U//?O'UQ) On29 January 2014, the Office of Inspcctor Gcncral (OIG) ‘initiated a
special’ revncw into the activities: of CIA personnel related to the access of Senate Selec s o
Committee on Intelligence (SSCI) files and. records on the Rendition, Detention; and -
Interrogahon network (RDINet) located at' the| lbuﬂdmg, an-Agency facxhty insthe '+ -
rOn 30 January 2014, OIG opened an mvcsugatmn basedon .
mformatlon discovered in the spccnal review. In accordance with Title'50 U.S.C. § 3517, 0IG
rcported the matter to the' ‘Department of Justice (DOJ) on 30vJanuary 2014 for: potentlal 3

v101atlons of Title 18’ US.C. §~2511 (erctap Act) and 18 U. S C § 1030 (ComputcraFraud ands .
“Abuse Act). : i ; : :

. (U//FOHQ) On 23 January 2014, SSCI Chaxrman Dxannc chstcm sent a'lctter to the
Dlrector Central Intelligence Agency: (D/CIA) John Brennan' allegmg that CIA- pcrsonncl had " N
“conducted-one or more searches of the computer network at an offsite fac1l|ty that thc "CIA had
assigned cxcluslvely to the staff’ of the [SSCI].”” The. letter detailed several questions - . :
Chamnan Feinstein had regarding the conduct of CIA personnel and alleged violations of the
4® Amcndmcnt, the Speech and Debate Clause of the Consumuon the Computcr Fraud and
Abusc Act, and Executwc Ordcr 12333 '

gk (U//FOUQ) 016 mvestlgalmn was lmuted e alleged access. of ssc1 'data on
RDINet by Agency personnel (Exhibit A)in January 2014 and’ the subsequcnt actions takcn
- OIG mvcsugahon covered the issues of Agency personnel engaging in unauthorized access or %o de 3
cxcecdmg authorized access tothe RDINet, Agency monitoring of the RDINet and whcthcr c R TR
formal agreement had been made. bctween the CIA and the SSCI regarding. the use of RD[th.v RS
The activities of SSCI staff members were deliberately cxcludcd from the investigation. No.
attempt was made to interview SSCI staff members, and digital forensics on RDINet and the:” !
assocxatcd performed by OIG was limited in scope to avoid obtaining. mformauon G a
related to t.hé activities of SSCI users:beyond that provnded as part of the prcdxcann for | t.hc b ak %
mvcstxgatnon The U.S. Senate drranged for a spccnﬂc review of the alleged nnsconduct by U:S:
Senate staff'to bc conducted by the U.S. Senate Scrgcant-at-Arms :

(U) POTENTIAL STATUTORY OR REGULATORY VIOL _

4 :

“¥, £ U) thle 18 Umted Srates Code §25 11 Interceptwn and stclosure of Wire Ov ( .l .or-
; Electromc C ommumcanons Prohibited ( Wzretap Act)”

LR

» (U) Title 18 United States Code § 1 030 Fraud and Related Acuwty in Connecrwn wzth
‘ "‘:Computers { Computer Eraud and Abuse Act) ; SO

OlG Case No 201 4-11718-|G
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I (U BACKGROUND,:{:,“. i

(U) Review of the Rendmon Detentton and Interroganon Program

4, (UWFGBQ.) On 26 March 2009 the SSCI mformed the ClA that the SSCI plannod to:,
conduct a thorough:review of the CIA’s RDI Program'. On.22 June 2009; the SSCI staff began
their review. The review. necessrtated access by SSCI staff to.a. large volume of sensitive, :
classified, and compartmented: CIA documents. In order to provrde the{'_ ocuments to the SSCI e
staff and ensure pertinent information was. provrded the CIA established a review process
_ Initially, the SSCI staff provided search terms to the CIA' RDI Review Team (“RDI team‘f -to A
identify responsive documents* The RDI team tasked. Agency components with searchmg the (T
databases for the requested material and collected the. potentrally responsive. documents The RS ‘
CIA tasked components of the' ‘Agencyto conduct additional searches of their holdmgs for f"'-..f_"_ S e wal
potentially responsive documents that were then provrded to the RDI team; The RDI team e e
‘reviewed the documents for responsiveness, : removed- mformauon desrgnated as: Executlve ; ’_ s gt e S
anrlege information; and provrded the SSCI staff w1th access: to the documents via the RDINet :

"y, (UIIFGl@) Inan effort to: understand thevmfo_ atlon t‘.he Agency had released and e
continued to-release:to the SSCI'staff, the RDI Special Review Team (SRT) was created in: May hed g A
2009. The SRT created documents known as Weekly Case: Reports (WCRs), among other - PRI
documents, at the.request of then D/CIA. Leon Panetta for: the purpose of summarizing for CIA-~ = .. - -
management the mfonnatton bemg produced to the SSCI 'In approxrmately February or March i
2010, WCR production was halted by members of the Agency staff i in response to a Depamnent SR
of Justice investigation-led by Assistant U.S. Attorney John. Durham.* ~Agency: staff tntervrewed

by CIA OIG mterpreted the “Panetta Revnew” (ak.a. P.metta Report) asa comptlauon of the
- WCRs.. o et

(U): RDINet Syvtem

6 (U//F\GQ) To facnhtate SSCI staff access to: the large number of released :
documents, the CIA.created a computer network called RDINet.. RDINet was. estabhshed ina
secure CIA vault in the( 1of the CIA's ]burldtng. with separate physical -
locations for CIA analysts to review and redact responsive documents arida physical “reading -
room” for SSCI staff to revrew responstve documents The SSCI Majonty and Mmonty staffs _

! (U//FOUQ)- The Senate has hnstoncally reten'ed to this as a studyon the ClA's Dt,u,ntton and Interrogauon ‘; ‘ -.' : Tty
Program. The study was launched following then D/CIA-Michael Hayden's disclosure of the programi‘to the. QSCI
in September 2006. On 5 March 2009, the SSCI voted to initiate a comprehensive review of the program : &
? (U//FOYO) The RDI Review Team has had several historical names, including the Director’s Review Group. and
* the Office of Detwainee Affairs. The team- included attorneys from'the Office of General Counsel tha.t oversaw the =~
RDI review performed by SSCI and an. mformnt.ton tcchnology team. that supported the RDI'syste) 4used for revn,w
(U//I-UBO) In January 2008, Assrstant U.S: Attomey John Durham was appomted by. the:
mvesugauon mto the destrucuon of: vtdcompes of the mtt.rrogdtton of detmnees JIn mid- 200

: -Agency

- 0IG Case No. 2014-11718 IG
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were later. physrcally separated into two secure readmg rooms atithe request of the SSC[ Each
of these offices.included secure CIA-provrded computer workstations for the: review.of matenals
released. by the' CIA and for the credtxon of individual work product ‘

7. (U//FGILO) RDINet i is a standalone- network that hasa. hrmted connectron to: the
Agency.| Data Network (ADN) for adrmmstratlon purposes, mcludmg the mgestlon of system

CIA were. provrded shared storage areas on RDINet. that physlcally res1de on the same fhard dnvc_:
- array. Separate’ electromc storage drives were established for both the CIA and the SSCI to’ BAVE . - e
documents-and their respective reports. The SSCI was also provided. addmona] storage dives:;: 7, e
: turther segregated between the: Majority and Minority staff. ‘Access to/data was. wrestricted: 5 o
: through the use of access control lists and loglcal rules assocrated with the software. This virtual '~ 7
- separation was intended to control access’by the: various parttes to the RDINet e g to: prevent i
- general CIA RDINet users from observmg or accessing SSCI data, and to: prevent SSCI users
from observing or accessing CIA-data that had not been released to. them “Lotus Notes was
installed on the network to provide an internal'RDINet email capability.” The email server
allowed for communication among all RDINet users, both CIA and. SSCI ;
connectn iyity to the ADN. ' 8

8 (U//FbHO) From mcepuon the Office of General Counsel (@GC) was charge
the Agency with overseemgLand supporting the RDI Program review. g

I

I [

9. . (U/FOUQ)  In October 2013. when General Counsel:Stephen'| Preston departed S
e was appomted the Acting General Counsel. Because™
[ - lhad previously: recusec{ ~ from any RDI mattersj

S [Becauseof ~ frecusal regarding the RDI - 4
’ma’ttfer,l F as unsupervrsed by the Office of General Counsel pertammg to. thls matter

10. (U//belO) On22 J une 2009, SSCI staff members began therr revnew of RDI* i
matenals at the secure facxhty -

(U//FOHO) In November 2012 the RDI team learned ofa vulnerabxhty thh the :'
Google apphance related to configuration settings that had been in place since the mmal soey Sl
installation in November 2009.-OIG reviewed an April 2013 email between meinbers of the -
RDINet IT staff detailing the exxstmg settings, which indicated an access: control deﬁcrency for
search results. The RDI IT team updated the Google appliance in April 2013 toreflect this-
change. - Prior to this'update;:the settings: prov1ded to OIG showed that the' Googlesapphance was:
not conﬁgured to enforce access: nghts or search permxsslons within RDlNet ‘and.its holdmgs

OIG Case 'N_o; 2Q_1;,4.-.14 7’,1 oG
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“(U) Memorandum of Understandmg Regardmg the Operanon of RDINet

rcvncw mcludmg acocss controls dnd not exist. Nevenheless, fnulUplc nitcr\newee |
~the existence of a: blgncd MOU:: In this regard, OIG found that that a series of written lctters
“were exchanged between SSCI- (Chamnan Feinstein, then Vice Chairman Bond{

Review,™ a. three-pagc 18- pomt document produced to-OIG by the Ofﬁoc of Gencral Counscl

the walled off network shared dnve will be hmxted to CIA mformanon 'tc‘chnolo'

.~_Sclcct Committee on. Intelhgencc $ Revxew of CIA’s Detention and’ Intcrrog

' o . |PPPROVEDFOR. .
: .+ ¥ |RELEASE DATE:

: - ldan 2075

12 (U//FOUO) On 1:November 2012, sscﬂ

' cmalled{ ]of the RDI IT staff, and others'to’inform them that thc
‘new Google appliance was. mdcxmg the Majority staff work product.on a- sharcd drive. \ i
5requcsted that the IT staff'configure the tool 110 stop. mdexmg the shared dnve‘-i OIG found thal y

the Agency. dld not takc action to: addrcss‘ Jrequcst v

5

T he s DO

‘and then| \and CIA (then D/CTA Panctm

computer systcms

14. (U//FGUQ) The last letter OIG found on' the toplc from then DICIA Panct a'to
Chairman Feinstein, dated:12 June 2009, described that “an agreement was reached between CIA
and SSCI staff personnel negardmg operating procedures for the SSCI review ‘of materxal rclatcd S A
to the CIA’s detention and interrogation programs.” The standard operating. procedures (SOPs) PR
referenccd appcarcd to be detailed in a document titled “Standard Operatm' ‘Procedures for: S SCI il

(Exlublt C.e). Point five of t
product on a walled-off netw

ocument discussed the Committee’s,
share-drive” accessible only by th

o3

as authorized by the: Comumittee of its staff.” Point eight stated that all Commmec staff granted
access to the Reading Room were Tequired to receive a security briefin g ‘OIG revieweda -

document titled “Security. Bneﬁng," dated “May 2009,” but found no cvndence that the bnetmg
was ever. prov1ded to SSCI' staff participating in the RDI review. e

15: (U//FOBQ) A separate document, titled “Mcmorandum of Understandmg Senate

(Exhibit C.a), dated 28 May 2009; stated in point "C." that, - ¥ g S G g o -}‘?ii-;;

7= A spccnally dcsngned share drive will:be: provxded on thc Agency S stand alone - SR
network. As SSCI requires, the share-drive can be segregated with. only SSCI =7
-~ access and walled-off. CIA IT adnumstrators exccpt as: othenvlsc authonzed by TR
" SSCI [slc] ‘ ¥ . . it : :

(U) Author unknown The OIG did.not find evxdencc thal this documenl was, pmwded 10 the SS I
(U) Ag(.ncy autho_ ~.Thc OIG did not find ev:dcncc lhal thls docunient was provxded 10 lhe SSC

OlG Case No 2014 11718-|G
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OIG found no evidence that. thxs document was: provxded to’ the SSCI staff mvolved in n the review
* orsigned bye exther ‘party. An email:provided to OIG in relation to this document, from then.

]to several CIA officers.on 27 May 2009' stated’ ;

harthe document was a “Pmposed MOUihat ‘we will attempt to ﬁna.hze with the:SSCT staff e

‘.: 16 (U//F\OUQ) The RDINet desktops were built as modlﬁcd versrons of the standard Ei
Agency. workstauons At the time of inception, software sccunty ‘measures were put in placc by,

’,, the CIA to prot tclassrﬁed mformanon from: cxplonatwn mcludmg the

Agency workstauon

S ¢ 2 —(S#NF)/ —

[(ExhibitD)|

o J OIG: found no ev1dence that SSCI members had been bnefed on
momtonng specific to RDlNet '

18: (U//l?OUG-) The RDINet wammg banner is the standard Agcncy warmng banncr It

“consists'of an advisement that all users are exposed to at the time of; each login; which mcluded' &

any SSCI user who logged ontothe RDINet\ The warning is located in‘a dialogue box that thc
user has to acknowledgc pnor to loggmg in: The dialogue box consrsts of the followmg text

-This is a U S: Government system and shall be used for authonzed purpo ’
mformatmn on this system is the property of the U.S, Govemment and 5
acccssed without prior. authomauon Your use of this system may be,momtored and yous«
have no expectation of privacy. Violation of system security regulations and guidance
may result in discipline by the Agency, and violators may be crxmmally prosecuted

(U) Acting General Counsel Department of Justice Crimes Report

< s’-y..

19 (UIFOUQ)-On'7 February 2014, CIA Acting General Counsel \
rote to Attorney General, Eric Holder, to report the matter of potential violation of Title'18,
USC § 1030 (Fraud and Related Actnvrty in Connection Wlth Computers) by members of the

0IG Gase No: 2014-11718-1G-



https://lqggipg.ln
https://that~.\1se~�.ar

C06274838 ‘

- contain language regarding a walled-off network shared drive for exclusive SSCI use, xcept
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SSCI'on'the RDlNet (Exhrblt E) The rcport detatled that in the No ber '2010 Umeframe, § : i
member of the SSCI'staff conducted a search on the RDINet. that appe: "_ ] mtended to access a Ry
part of the system to whrch the member drd not have authonzed access RIS S s

(U) [NVESTIGATIVE FINDINGS

(U) Execunve Summary of Investtganve F mdmgs

20 (U//FOUO) OIG mvestrgatron found: support for allegatxons that CIA staff
mtenuonally accessed the SSCI shared:drive without authorization and exceeds authonze
‘access. Additionally, three: ‘membeérs of the RDINet IT team were not. ;andrd wrth OIG when*
 interviewed and mmally failed to disclose theirrecent investigative access to the: SSCI shared
drive: ‘The investigation did not find support for the allegation that CIA performed e4l-trme i
interception of SSCI.communications for its review of the matter in- questlon howcvcr, CIA did - ;
review stored information that included and a Teview of some of th - P
emails of SSCI Majority staff mémbers on that network. The i mvesttgatxon found that D/(ZI_A :
Brennan did not authorize the access or know the extent of the access, and- 0IG obt ‘

52 ' a4

conﬂtctmg testimony regardmg ‘whether or not.D/CIA Brenmm had any: knowledg‘).of al J i -;i;;
review performed-on' ‘the SSCl-shared drive }mtxl after it was: completed OIG i 3 ks
investigation further found that the Director of Security authorized a review: of the SSCI" - N

activities, including the reconstruction of the emails of . SSCI staffers, followmg a stand down

. order by the D/CIA and a request to' withdraw authorization by the SSCI security ofﬁcer ;

 Finally, OIG investigation found:that the CIA referral of criminal conduct by SSCI staffers wa: it
predrcated on ’maccurate information provided to the thenvAcung General' Counsel

( U ) Absence of a Formal Memorandum of Understandmg Regardmg the Operanon of RDINet

(U//FDLLO) OIG did: not find evrdence that a ﬁnal document.was agreed: upon by
both the SSCI and CIA; nor any documentation that an agreement was: srgned by the CIA or the
SSCIL OIG did. ﬁnd however, that there was a common understanding reached between the CIA
and the SSCL. Several letters between SSCI Chairman Feinstein, then SSCI Vice Chairman ..
Bond, and then D/CIA Panetta were exchanged in 2009 that contained enough sumlar ldnguage
to define a working agreement. The common understanding between the SSCI anid [A'did

when IT staff required access for-maintenance or troubleshooting. In addition to the w rklng PEBERS & ¢
- agreement, the. SSCI staff were ‘provided a warning at each: logm that their “use of thrs lstem Ay Sof
may be monitored and you have'no expectation of privacy#:OIG found that. theT B !

|mstalled at the outset:of RDINet by CICL Wwas connectediin- t.he»normal}course of

) ‘busiiefss and{ Wlwas collected in a manner consrstent thh the admrmstranon of .

T

5.y Pursuant 1o %t.uon I 6(b) of bxecutlvc Onier 12333, as, nmended and Sontrons VIB, VILA4; and VHI A of.
the 1995 Crimes Reporting Memaorandum of Understanding beiween the: Depnrtmcnt of Justice and the' Imclhgenoc
Community, the CIA is required to the report to the DOJ mfomnanon conccmmg federal crimes.. ;
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. *Agency«mformauon systems.. Addmonally, OIG did not find' documentauon that NDAssor
. security’ bneﬁngs were provxded to or'signed by the SSCI staff. - ;

' ( U) Unauthonzed CIA Access to RDINet and Related T askmgs

222, (U//FOUOL Dunng the course of the mvewgatlon OIG found that m llanuary 2014, o
five Agency.officers r el
the SSCI'side of. RDmct “These'z accesses were: not conducted as p
routine Agency monitoring, but as part of aCIA mvestngatnon mto how SSC ‘st

_.copies of documents referred;to as WCRs Gt '

iy % (UIFORO J ,:f_‘_' S _|
J B }t—old OIG that

=

 reason for' dclaymg Caroline Krass conﬂrmauon hearmg as CIA General Counscl‘ { ‘ [ ;
“ supposed that the: “Panctta Rcvxew referred. to SRT documents or WCRS that were. created at: the. -

behest of then D/CIA Panetta. Asa result, ﬁkold 0IG [ [began to'consider the
circumstances of how SSCI could have obtained access to CIA'documentar 10nsxdered to
be mappropnate :Between late Dcccmbcr 2013 and early January 2014 [ whxpressed

suspicions to| ~ land mformcd{ that

_reviewed to determine:how SSCI obtained access to the \ WCRs: OIGJ:evmv) of

~ “Memorandum for the Record re: - partial timeline of events surrounding dxscovery y.of SRT
- documents on RDI NET;" (“MFR™) (Exhlbll F) which contained a timeline of events Jrg?l o e
hadthe ' .-

perspective. ‘In this documanL - Lmla(crally reached the legal conclusxon tha !
legal authority to task- members: ofL }to access the SSCI shared dnve and look for'Agency | e
--documents toiwhxcﬂ }beheved the SSCT staffers were not entitled. { ~[statc:d thaﬂ J

tasl\ed the IT.team to ook for SRT documents on the SSCI staff side’on 9 Lmuary_) Ml e

(U ) RDI'IT Team Rewew

[ _ RDINetIT, to set up a user profile on' RDINet that was
conhgured with the same: pnvnleges as a SSCI Majority staff user. Trequested thxs
access in order to run Google quenes wuh the same permissions as.a 'SSCI staffer to.see what
‘they. were able to view in their search results: I }ndenuﬁed s
the presence of WCR reports.on 'the:SSCI Majority shared drive through-a teview of t the Google ..
search results. After ldenuﬁlrm the documcnth }mapped to the folder where the': =27 -

documents re51ded andL Jused T‘dummy account” wun j§SCI-hke pemussxons to

.1‘

hwas mmally interviewed by OIG prior to the dxscovery _of lhe MFR.. Follnwmg' ,F-/x: ’
d:seovery of the MFRI —Pcclmcd 10 be mt«.rv:ewcd about its. contents. Lt

0IG Case No: SOVNITIBIG . o .. DA EE et 4
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open the folder [[ Jrccogmzed the documents: as. ltkely WCR repons bascd on their 5
ﬁlenames and folder structure, and ‘opened iy few" of the documents to view. the first page

where bbserved a drsclarmer and format similarto. the ' WCR documentsl - lmformed
[ ofthefindings.| lbriefed -
“-and %
fmmngs Y R ; P S S S —""

) 25 (UIIFOHG) On 10 January 2014 tasked\ }to search tthe,,RDINet A
, database,t_o verify Whether the SSCI had beenprovided-access tothe restricted "documents :
i 7 lsearch of the- database revealed that the: ‘documents were not located in the. database
and they concluded that they had therefore not been produced by the CIA to the SSCI B {
Following J search| lconducted a
search on the root of the RDINet shared- dnveLWAhrch contains all user proﬁles, user: accounts RO
and shares. used by-both CIA and SSCl.users, ted
* documents were/located on the SSCI Majonty shared dnve and one SSCI user’s. person '.dnve

\ _havngated directly to the locations of i mterest on the SSCI Majonty shared nge as, well
- asto the SSCl user’s personal dnve ' L v X :

26. (UﬂFQHQ)f During the course of the mvestrganon OIG recexved conflrctmg
* statements’ fromh B _Iregarding additional accesses to the SSCI shared. drive
-and subsequent screenshots taken during those accesses. Accordingtd }followmg
confirmation that the restricted documents ' were present on the SSCI Majority shared drive, -

l, 7 —‘spemﬁca.lly requested access to the drive so thatl )could look at the: documents go

4 I granted this access, associating the drive as| ;workstatlon, for
“approximately 20 minutes.| |stated that, during this time,|  captured screenshots i
- of the SSCI Majonty shared drive file structure. [ lemailed the screenshots to[
" requesting the screenshots be transferred to the ADN “According t however{
requested- thatl —lcome td lofﬁce whereL [provxdc accessito. the SSCI
‘Majority shared drive from| ' p»vorkstauanjwf;ﬁ_‘ | when interviewed, was unsure of .-
the meLhodsL - M_Jused to grant the access and. stated that jhclpcd take.:screenshots of
folders:and: sub-folders of interest-on the SSCI'Majority shared dnve on behalf Akl
27. (U//FOHQ) OIG review of activity: assocxated w1thl ’iﬁ ,'”!I&l)@et‘uw acco
on n 10 January 2014 showed attempts were made to access\ S e
‘ j Next, activity showed usaLoﬂ ] Rz
followed by-a Lotus.Note to ~ ADN. A| review: of '
B ~ |personal storage dnve on the ADN found a folder named l lvhnch contamed

—

}'elated to searches of the SSCI Majority shared dnve, home page, and “n
authorized” messages. e '. '

28 (U//FGHQ;] - lprovnded the screenshots tor_ o Jand tz\sl(edL | - lto
detenmne if the restncted d documents had been accessed by SSCl staffers On 10 January 201
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\(j - [taskeL Jbv&mmhmbmﬂ o A - i ;
L 'I'he emml acknowledgcd that the was a SSCI shared dnvc

:29; (U//FDBQL) On12 January 2014] Jsem ah email 1o thc}RDINet rr team .
rcqucmng new versions of the screenshots that t showed Q:\ as the mipped drive letter vie AL
SSCI usér access to the: drive was mapped Q _}rcqucsted thesefupdated screenshe [ TSN
in order to “provide the optic” (e.g. display more accurately ) that the fo]d_ d 855
SSCI Maijority shared drive: Bodﬁ» mplie ;
e,maile'd{ jrespons’es on -l'3 Tamﬁy 2014.

30. {CHNE) AtOIG’srequest] Tprovnded OlG an cmaﬂ and attach

{3 Janvary 2014 froml |6 [andcopying __ J—} >
~ email- documented the RDINet IT team’s response to{ —[1'2'January,;:t_askingf

‘ [contamed snapshots of the contents of the folder|

drive. \labelcd as “Sham Ma]only Data i
from jrcgardmg the number:of files i
and in its subfolders as well as mformanon regardmg SSCI pnvucges on’ ‘RDI

3?._ j(_@‘fN‘F) Dun ring the course of thc mvcstngahon OIG
 officery _were not forthcoming in i :
with, rTG having failed to disclose the assistance: theéy;provided td jn the: searchesc
RDINet between 9 and 13 January 2014, As aresult; OIG requestedsecond mterv WS Wi
officer. i Jcomphed with the second interview: requests an

conduct whcn confrontcd with the. mformauon from Lhe cmdﬂsi
mtcmew ”

_(U//FOHQ) - Wi* ‘_VﬁﬁlRewew

33, 0OIG mvestngatxon found that on-10° January 2014l ) . | _
tasked| |to condiict 4 reviewof activity on the SSCI sxde of RDINet. As:aip:

rcqucsted by‘

»
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range\of the re review focused on'the 2010 o 0] 3 time penod
as a part'of any of the activities'in question during thé January 2014 time. frame _:,

revnewed b)ﬂi

taskmg" i
team: provxde

I Lkeaﬁ by emailion the morning/of:10.J anuarg 01

T of 'ﬁIW of the penod TM: March‘*2009 to 31 Decer

P xd]

:roon of 13 January 2014
documcms contained in the aforcn;enu
Brennan dlrcctcd that n f_ ther:

355- : (Uv ©) Despite represcntatlons byE L
L Jthat';D/CIA Brennan dxrccted the aforemcntloncd taskmgs tq

B the mvcsugatlon ‘OIG could not detemune whclher any- ‘of D/CIA Brcnnaﬁé S
. less the D/CIA himself, approved:any-of the taskings made’ loL [In
- mentioned consulting wxlhr‘ Tand and-informing them‘that
1 Jto determine if the document
" recalled approvmg»" :
approvals '

nnan told OIG thdl
documents on. RDINet from on the evening9.J: 2014.
he recalled jrcfcmng to:arreview o‘l'ﬂi Jb‘utf thathe did n call
explained how anyone ﬂqw the location of tf c_documents Subs‘§_<.1~l /
spoketo]  Jon:10: ,D/ '
gto “use'whatever means 1
SSCT: shared’dnvc DICIA B

37 (UIIFGHO) DICIA 3rer

drchltecturc b

OIG CaseNo. 2014-117184G
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38. (U/E’OHQL ‘OIG presented D/CIA Brennan with an excerpt from the “MFR

document found on[ J D/CIA Brennan told OIG that. there appeared to
be a difference in emphasis betweén what he had told[ ) Wand whatLr o Jdocumented
In response to whether he toldr __ko proceed by ¢ whatever means necessary,” D/CIA

Brennan stated that he would never use those'words and had.not stated that t(L - JD/C-IA g B
‘Brennan further stated that he was only interested in gaining. knowledge ¢ ot the syster because
‘was unsureiifit:-was a closed system. ‘D/CIA Brennan stated that he had “tremendous respect
for| —land ‘added that he counted on’
facnon to be consistent with legal authontv_ D/C[A Brennan rerterated’tha he had
‘understood: that CIA documents were found via’ D/CIA ‘Brennan stated ~that he wanted

to know how the; documents got to the SSCI side but did not drrect anyone to review SSCI _ i,
systems.. . . o . S N S

39. (U//Fb’t}@) A meeting was held in the Director’s conference foom in the aftemoon
of 14 January 2014, attended by D/CIA Brennan, FIC)

Neal Higgins (ChtefIOfﬁce of Congressional Affairs), [ |Execuuve Dlrector £
"Meroe Park, and others. At this‘meeting, D/CIA Brennan expressed surprise.and concern at the AL
“presence of CIC ofﬁcers Several witnesses told OIG that D/CIA Brennan was upset that CIC

had been engaged in the i inquiry, and was concerned about the optic of the countenntelhgence
“arm of the Agency investigating the activity.of SSCI staffers. DICIA Brennan stated he was -
-surprised at the work that had already been performed, and explicitly told ¢ everyone at the ;

meeting: not to.do an_ythmg else on the “‘tech or forensic side.” D/CIA Brennan told ()

did not task th{ view; and-that: there should: not; have been any: other work performed’ .

after the meeting on the 14 Janugz 2014, D/CIA Brenna conﬁrmed with OIG that he was
surpmed when he leamed Clq ]was involved in the review, 3 :

(U) Office of Serurny Cyber Blue Team Revtew

40, (U//FOUO) During the meetmg on 14 January, D/CIA Brennan gave the order to
' “stand down" on-any further reviews until he could brief the SSCIon the Agency’s, concerns and

the actions taken to date.. On 15 January, D/CIA Brennan briefed the SSCI and ‘proposed a joint, -
review between the- Agency and'SSCI Security - WDICIA;Brennan stated that
he did not thmk that Chairman Femstem explicitly agreed to a joint review that: day, but did not
explicitly say no or or dismiss the conversation, D/CIA Brennan-thought that. Chairman Femstem
wanted to talk to\ Wabout it-and consider the idea further. D/CIA; Brennan stated that he ..
did not task’ anythmg  after. this meeting with the SSCI, and that.it:should have been abundantly
clear after the meeting on'14 January in his: conference room that all work should have stopped

- (U/FOBO) Between 16 and 17 JanuarLZOM the CTA: Offrce of’ Secunty Cyber o

—— ey 8

Blue Team conducted a revxew of the RD[Nell 4]11'4_* v}toldmgs{ d produced ) o R

* (UNFOYO) The Cyber Blue Team, established io February 2013, identifies vulnerabrllnes and nsks quanttﬁes

impacts to make educaled dectslons and partners with other. orgamz.atlom m order to. mlugatc nsks. among other
duties. : . : iy

OIGCase.No.2014-1'i7i*8-|G T I N |
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- areport dated 17 January o014 ~ |office: of Sccun'y, told OIG
thatL b"rrst became aware of the SSCI events on 15 January 2014, when 7i:ontacted[

-athome to’ mqurre ‘what it would take to-conduct a secunty) review. OIG confirmed ithat .

: { ~ wasnot present at the 14 January 2014 meenng with D/CIA Brennan and was not
. -aware of the standdown order. ~ |stated thal  spoke toL )

| that'SSCI staff: accessed data they were: r{ouumonzed 40

- spoke’ to( -L)n 15 January 2014, and-tha was planﬁ | »g 0. work‘wnh
joint security review of the RDINet. On 16 January 2014 o }emarled
concurrence.on the plan of action developed by the Office: of Secunty Also on 16’ January. ‘

| ’recerved an email fron stating that they. were on *stand down for 4 joint
security revrew ‘On 17 January. 2014{; }responded tcL ﬁj request for -
‘concurrence *.. there has'been a new evelopment” and requested, “If you-can‘come tothe . 2
‘Director’s: Ofﬁce around 8am that would be 1deal ” 0IG drd not ﬁnd any response 0 L
] lrequest for concurrence. - -

42 (U//FOHON ' pem an email to Higgins and coprecL N 10n 16 January :
2014 and stated that SSCI Chairman Feinstein would be sendmg a letter to the D/CIA the .
followmg day requesting that no forensic examination of the SSCI “network’’ proceed On
17 January 2014, Chairman Feinstein wrote to D/CIA Brennan and requcsted suspensron of
access to the computers and networks used by-the SSCI.and any forensic investigation planned
* by the CIA, Chairman Feinstein exphcttly stated in the letter that until she could consrder the
matter further, D/CIA Brennan did not have her agreement for any investi gatwe actrvnty

43, (U//FOB@;!  ltold OIG that on 16 January| hnstructedithe Ciher Blué 535

~ Teamtoreviewthe  RDINet| stated that | did ot seek upproval:

because it was CIA information'on a’CIA network:| —‘further staxed that this was a-
- normal function for the Cyber Blue Team ] L capable of:

perfonmng such areview. ir Jtated thaJ jchd'ﬁ&féeTﬂlﬁf as out’ of SR

coordination with CIA leadership at any time. On 16 January 201{ maﬂ

and advrsedj }that the SSCI Chairman was' draftmg a letter to the Director of' the CIA

requesting to stop the entire plan of action for the joint review, descnbed the “ful]

plan of action” to OIG as.the imaging.of RDINet and a full forensic review: and stated: lhatL :

interpreted this as'a request to stop the joint fc forensic investigation. |  [idnotbelieve -+

that the request apphed to the revrew oL —Lor that the Cyber Blue rTeam review b
was akin to forensic activity, - ' ; ;

et 44 —(S#NF) On 17 January, the Cybcr Blue Team ‘met WJLH !to review t'.he forensrc

| }enerated by the SSCI staff, including reconstructed emails between 'SSCI staff on the
SSCIside of RDINet. The Cyber Blue TeamReport, | dewiled’the "
team’s evaluation of RDINet system data surrounding the documents in: question. The report
stated that a “Congressional user” was able to navigate directly to a “shared directory” and .
access documents never intended for dissemination to “Congressional users.” The: rcport stated

that the user first accessed the directory on 9 November 2010, and copred the data contamed

OIG Case No. 2014-11718-1G 2R
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rotc that the mf ‘

- accessed thc’document %repcatmg thls;processk«numcrous' i

information prov1ded byf Twas the sole source of infc
'report T : A

.. -provided: toT c;ra]llp){ Mﬁi B j

: mformatwn prov ded’ byr - f6rito revie

gtoF
Cyber Bluc Tcam chort In facq_ jold OIG thathe d1d not rcad the Cyber Blue Team
report a{' ) }was mformed xhat the report contamcd details of SSCl commu‘ tion;’ hmh de
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Vi (U) PRIVACY ACT AND FREEDOM OF INFORMATIONﬂA Moo

49 (U//FOUGj "This: rcport is the pmperty of the Ofﬁce of ! lnspector General and

should:be: lmuted t0.CIA officials- who have a need-to—know Public. disclosure is:¢ ctcrmmed by .
the Frccdom f. ;{Informauon Act, Title 5, U, S:C 552, and the anac.y Act, Title 5 :

Thc report may not be disclosed outside the CIA- wnt.hout pnor wntten dpproval(
Inspector General, mcludmg dnmbutlon to.contractors. :

he bfﬁcc of S

OIG Case No.,2014-11718-1G *
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VII (U) EXHIBITS

A (U) Personnel background descnptxons

: B (U ) Conceptual dlagram of RDlNet Archltecture, undated

, Procedures, vanous dates , ;
& 0 a : (U) 'Memomndum,df.Uudersiandiug'-(A'gehc);_;g’u’thé'r);;scuute
-+ onIntelligence’s:Review of CIA's Detenuan and- Interrogat:o;

May 2009. : , ;

Intclhgence Agency Leon Panetta, dated 2 June 2009

U).Letter from then|
Jand thenr

June 2009

d. (U) Letter from then Du'ector Central Intelhgencc Age' cy .
Chau'man Feinstein, dated- 12 June 2009: 77 :

n ‘Pan’ewi*'iiiis st

(U) Standard Operat.mg Procedures for SSCI Rev1cw (author unlazown), undated
D. (U) ‘Other Related RDINet Events. : BTy

E..(U] TCnmes chort to the Dcpartment of Justxcc e i
February \ _,

‘F. (UIIFGHQ)L o | ]documcnt, titled “Memorandum for the Record re..:.. o
' partial timeline of events surroundmg dzscovery of SRT documents on RDI NET = dated
- 17-27 January 2014 L " o :

OIG Case No. 2014-11718-1G
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(U) John Brennan. Cuxrent D"
(LDJ S _J Fonner

{

' (U) Neal Higgins (SIS). The Chief of the Office of Congmssxonal Affairs from Junc 20137
through the’ prcscnt wbo reported to t.he D/CIA: and Deputy D/CIA ¥y g

Sl )

" : : . A

(W Leun Panetm. Former Duectcr of the Central Incdhgence Agcncy ﬁ'om Fcbmary 2009
thmugh June 2011 Panctta negouated thc terms of thc RDI mvxew thh SSCI Chmrman Foree
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EXHIBIT C (a)

(U) Memorandum of Understanding (4gency auithor), Sente Select Committee on
Intelligence’s Review of CIA’s Detention and li;tgnogaﬁon Program, dated 28 May 2009.
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‘ thorough review of the CIA's detention and interrogation program. Inclided withthe
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2 Maym

L."(S)_On 26 March 2009, m&mmcmmmhmm(ssa)
mmmcmmmmm«am)uumwma

mmmmssa'smuwswmmvohemhnglnﬂubkmﬂhom
nfhighlysmﬂhvemdcmpamdechdowm ST
vl IS) mssanammmmmwmmmu

intelligeace sources, methods, personncl, and lisison relationships, CIA planned od -

redacting the names of our officers, cryptonyms, pseadonyms, lisison provided
mvdlipmoc.infomnﬁonodginmdﬁomomuUSgwanmmniuﬁthhe W
that this very information was

identity of biack-site locations. SSCI informed the Ageacy
caitical to a mumber of SSCI terms of reference and SSCT's overall review. Accordingly,

SSCladwsedmmaywmpmpuadtowmdwinionmﬂmundcdymgdw
propoeed
3 (UIMUQ) In order 10 avoid ponwdﬂnpuonwermbpowumdinﬂz

| :t:'mm«mmmmwwnmmwmmmwy ﬁ

infmmﬁoadntwcmmdymﬁxttomdﬂ.md«thefolbwhgcmdiﬂm

A (UIFOGQ) Comwwﬂhobhmmmfmby&ewdvem
and Ageacy palicy, CIA will provide respoasive information to the
numummmbaofpaoplewbohvethemquinkneed—to—kmwdz
information to perform the review. Accordingly, pursuant to discussions
between SSCI and CIA about SSCT's anticipated staffing requirements, .
ClwaﬂaﬁudupmlOSSCIpuwdwutonmedwtedxupmvc i -

information.

‘m-mm«umqmmmmmmmssam Asthe -
mm‘MMmUsmquau&kthmhm— :

lspacuoﬂbmw
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.B ?G) mmmmmvewmmemm
Agmcydmkudhgkoomﬁdlﬂywhichmﬂpmtssm” Vo

C *Aunora documents, Mndﬁndmommamm*repm md
mmmuwssamummm.nm _-i
. Reading Room on the CIA approved stand-alone compater system
provided, Aspedallydedgnedsbwdnvcwxllbepmvhbdondn .
‘Agency’s stand-alone netwodk. AsSSCheqm.tbcdnmdnvombe e
Wedmﬂmalyssamudwaued-oﬂ'mrhdmnmm
mummwssa CIAmﬂalsoprov:deSSCI
mmmmmsm Ncomidemm
synemorelmiawxﬂ'bewﬂ:odwdmbehwgmiﬁomcwng

"Room.

D. MmNommemybmved

E\&Shmmssammnndmwmmwunyssagmmd .
nota.docummts.dmﬁmdﬂndrwmnmdaﬁom.mpaﬁ,orom b
mmmmmadmmmmwmmam

; .‘Mmmgcdnof:damﬂmfrmﬂwmmk SSCY-

5 .,:wmbemmdﬁxlofmeﬁathntdmiﬁahmwviewinwdulpmm
“and thus requites sufficicnt time to perform accurately. Accondingly,
SSGwmwMudwmmdemmdm‘ :
+ will endeavor to expedite all such reviews. SSCT and CIA will work out

. further storage anangements of any redacted, though likely still

chmﬁed.mmaidsmmunruultoflhcabovmufuwmd =

' classification/redaction review.

“o R (UIRDYQ) ShouldSSCIpupmuynom.domws.dnnmdﬁnﬂ S
" recommendations, reports, or other matezials outside of the secmre .

RwlmsRoomhuedonmfmmaﬁmmadintthudingRoom.aﬂa Bl
mmmdsmummmmmwmﬂsa o
systezns and carry the highest classification of any of the undedying

__ source matezials., Tommmssmmuywmlsw o
;beproducadoumdcofllwmved'mllscuym -toinclude .o
publicly - CIAmlleonductadasuﬁuﬁonmwwmdwﬂlmdmmc d
.approprists information from the materials. Again, as noted sbove,

: -SSC!wﬂlbemmdfnlofmedmmgofwcbchssiﬁanmfredMon .

;,q._(wn%um mwngkoomvnﬂbeavaﬂablcﬁummoowwoo i
mmmmmmwmy If
mmmw«mmnm
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mmmuwmmmmmwm
ideauym‘nolmwuhouum P

H (UIIFBUO) Inadaloavomdanyconfnnonuboutmewopcmdwm
of any future SSCI requests related to this review, SSCI will © ;
memorialize sl requests in writing and CIA© wmmpond‘inwdnng

L (u/POBO) AﬂSSGpeuanmlwiﬂbeteqmmdmmdveM

mvwwandwxllbemqnimdtomiewandngnumdudwvc o
Infmﬁbn(SCl)nonvdxsdosmwwﬁnglo

' vclasxiﬁedfmfotmauon obligations.

that has been the subject of previous unauthotized disclosures. Due to
SSCT's access to this classified official US govemment information: . -

SSCI persannel will be in & position to either confirm ot deay the 4
‘accuracy of those unauthorized disclosures. -Such confirmation or denial
wmldindfmsdmmumthmwdmsdmmdwou!dmms

agmem:nnnd dnnon-dhdmagrmt.

4.°68) SSGIpmoundundumndbytbarmhowledgunmtbelowmddumgh

execution of their non-disclosure agreement that the responsive information willbe
highly classified, compartmented, and is extremely sensitive in natnre. Anydindosmn,

Mhtmwwmﬁvm;—xsmmﬂyﬁkdywm
exceptionally grave damage to national security. CIAmudpucsthuwdndmms :
wﬂdlwywwymommmmmuumnsmmmm
otherwise cooperative linison relationships that provide critical force-multiplies
capabilitics to counterterrorism operations. Awordmgly.SSCImﬂmknandﬂzgm

‘efforts to properly safeguard this information:
SSCI Officer Date.
|+ Date
| ]

BTSSR

 acknowledge receipt of 2 CIA sccarity briefing priot 6 beginning the s |

L (S) CﬂAexpedthhompcnﬁwumaidsvnﬂconuinmfwmﬂon'ﬁ 0

whether inteational or inadverteat, to unanthorized iridividuals - including T/SCL =~



C06274838

EXHIBIT C (b)

IAPPROVED FOR
RELEASE DATE:
14-Jan-2015

(U) Letter from Scnatc Select Commnttee on Intelligence (SSCI) Chairman Dxaxme:chstexn and
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a3 6. 3903, DO
’ ke mmmuﬁm
- WASHIMOTON, DC 2076075 -

: I'A.mfl.m'

" TbeHonorableLeo.nPanem

- Director

Central Intelligence Agency

"+ Washingten, D.C. 20505

Dear Director Panetta:

e lester dated March 26, 2009, ﬁwSm&Selthommﬂuon | i
Intelligence (the Commitos) informed the Central Intelligence Ageucy (C1A) of i ity
mtmnontooonductat!moughrevwwoﬂheCIA'sdotmhonmdmmmon

 program.. ’Iheleuwmnhxdedmumofmfarmcoappmvedbyﬂwclmmm as

well as'a document request. -
To conduct our work in a comprehensive and timely matter, theCommigee o

| mqun'as acoess to unredactad materials that will include the names of non-

supervisory CIA officers; lisisan partnm black-site locations, or oantain :
cryptonyms orpseudonyms We appreciate the CIA’s concern’ over the. sensitivity. i

“of this infarmation: ' Our staff has had numerous discussions with-Agency. officials G
toldennfyappropmtepmcedmesbywhichweanobminﬂmmfmmahannwded

for the study in a way that meets your security requirements. Weagteethnlthe

- Committee, including its staff, will conduct the study of CIA’s detention and

interrogation program under the following procedures and understandings:

1 PmsuantmdxswssmbetweantheCommiaeeandCIAaboutanncxpated '
staffing requirements, the CIA will provide all Members of the Committee. -
and up to 15 Committee staff (in addition to our staff directors, doputy staff’

directors, and counsel) with access-to unredscted responsive information. -In

addition, additionalclwedm&'maybeglmawswamaﬂpomonsof :
the unredacted information for the purpose of reviewing specific documents
or conducting reviews of individual detainees. These Cammittee staff have -
or will bave axgnedsmndmdSenmhveCompamnentedInfomhon uon- .

disclosure agmemnnts for classlﬁed mformatlon in the
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’IheHonombleLeonPanem

- June 2, 2009

Page Two

2s.,CIAwﬂlmnlmunzedactedmponsxvcopmuomlﬁm,asthattermxs~
‘defined in Section 701(b) of the National Security Act of 1947 (50 USC
431(b)), available ot a secure. Agem:y electranic Rahdmg Room fadility .
~(Reading Room) whwhm!lpumitCommmusuﬁ'elecnunicseamh, sort, 5
filing, and print capability. i ,

Ifre@msivedommmtsoﬂmrﬂ:mﬂmemnnmedmopmumﬂﬁ!w

| 3.
identify the names of non-supervisory CIA officers, lisison partners, or

black-site locations, or contsin cryptonyms or pseudenyms, ClAwill -
pmvidetmmdactedcopieofthoscdommadmReadngoam.

‘ 'RcsponﬂvedocmncntsotherdmthoscconMnedmopmmmes thazdo

4,
not identify the names of non-supervisory CIA officers, liaison partnérs, or
black-site locaticns, or contain cryptanyms or pseudonyms will be made
available to the Committoe in the Committee's Sensitive Compmmannd

Information Facility (SCIF), unless other amngunems are made. .

- CIAmﬂpmvxdaasmnd-alonecompmasystemmtbeRcadngoom with
‘anetwork drive for Committee staff and Members. This network drive will -
bosegmganedﬂomClAnetwoxkswaﬂowmonlytoCommiﬂnesuﬂ‘ ,
and Members. monlyCﬂAmployeesotcomractarsmﬂ:mtothis o
computer system will be CIA information technology personnel who will -
,notbepeunmedtocopyorodlermsodmcmfomauonﬁ'wntbesym

with ather personnel; exccptasot!mwisemnhodmdbyﬂnCmmtwc

Anydocumemsgmauedonthgnetwukdnvemfmncedinpmgmphs as

well as any other notes, documents, draft and final recommendations, reports

or other materials generated by Committee staff or Members, are the
property ofﬂaeCommmeemdwmbebptattheRudingRoomxolelyfor
secure safekeeping and ease of reference. These documents remain
congressional records in their entirety and disposition and control overthwc
records, mnaﬁatbewmpleﬁmofmecmueesmview,ﬁes :
exclusively with the Committee. As such, ﬂlesemcordsmnotCIAmcm'dS’ '

under the Rresdom of Information Act ar any other law. The CTA maynot. -
_—m | .



C06274838

. required, n the Reading Room. -
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The Homrable Leon Pamua
June 2, 2009
Page Thres

mtegmteﬂ:esencordsmoommeoxﬂsﬁhngsymms,mdmymt
disseminate or copy them, or use them for any purpose without the prior

| written suthorization of the Committes. ﬂ\ed&mﬂmﬂnmcmdsm

d:eCommimexmmedmmlyuponmquestin & manner consistent with
paragraph 9. If the CIArecdvesmquuestwdcmmdﬁarmmtbwe
recards from outside the CIA under the Freedom of Information Act or any
other authority, the CIA will immediately notify the Committee and will
mpandtoﬂxemqnstordemandbaseduponrheundmmdmgtbalmm .

mcungrassional,notcm,mcords

CIA will pmvide the Cummiuec svid: lockable cabmem and safes as

\>

Committee SCIF, the Committes will request redacted versions of those
documents or materials in writing. Committee staff will not remove such -
ClA-generated documents ormatmds&mnducebctomckeadnxg Room

- facility without the agreement of CIA.

To the extent Commxttae staff secks to remove from the Rcading Room any

. notes, documents, draft and final recommendations, reparts or other

materials generated byCommiﬂeeMambarsormﬂ;Commmoestaﬂ‘wﬂl
ensure that thoso notes, documents, draft and final recommendations, reports

or other materials do not identify the names of non-supervisory CIA officers,
liaison'partners, or black-site locatians, or contein cryptonyms or %
pseadonyms, If those documents contain such infarmation, Committee staﬂf/ i

* will request that CIA conduct a classification mv:cwtomdacttbeabom— |

referenced categories of information from the miterials or replace such’

mformauunwnbaltzzmtxvecodenamesasdm:axmmed_xomﬂyf’)'the
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Anydocument orotha-matma!mnavedﬁ'om tbcreadmgromnpm'suanttoy_ ‘

 paragraphs 8, 9, or 10'Will be stored in'the Comumittee SCIF or transferred

andmomdonComnutteeTS//S(Hsystans,mde:Commmmty
procedmm ;

- 10. Any notes; dommmts,dmﬁandﬁualmmmmmdanom rcpoxtsoroﬂm _‘ "

mamdspmparodbyCommzttee Members or Staff based on information

accessed in the Reading Room will be prepared and stored on TS/SCI

systems. Such materials will carry the highest classification of any of the

 underlying source materials. 1f the Committee seeks to produce & document
that caries a different classification than the underlying source material, the  © =
CommittaemllsubxmtthatdommenttoCIA.orzfappmpnmmﬂmDNI,
for classification: mvww and, if necassery, redaction. ; i

; ll The Reading Room will be available from. 0700 to 1900 houra, oﬂicial

govermnment business days, Monday through Fnday If Committee staff
requires additional time or weekend work is reqmred, Commitiee staffwill
mnkemngammwubCIApemnndmﬂa asmud\advmccnouceas e

L > ¢ IhaCommueewmmumonahumqumtsﬁwrdomucmsormfommnon' ,

mwrmngandC!A\vxllmpondmthosemquesmmwﬂdng

acknowledge :weipt of 2 CIA security bneﬁng pnor to rev:ewmg CIA
 documents at the Reading Room. :
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_ The Honorable Leon Panetta
June 3, 2009 ..
PageFive =

- We annoxpatathat agmementto these conditions \mll address your concerns
about Committee access to unredacted materials responsive to the Committee’s
document request. We loak forward to immediate staff access to ﬁtosc matcnals

2 Inaddxﬁon,weexpeotthxtthodxmssxomandagmcmmﬁovcrmsswthe
study information are & matter restricted to the Congress and the Executive branch..
As such, neitherﬂnslcmernordmvanvedowmemsnnybeprovxded or presented

to CIA's hmson partoers,
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8June2°°9 e

FROM: - | ‘ 7 |

L % hrefumeetoomdmcussmnhstweek,weobwoux&ydmﬁeronafewmm,
butonlyafew Twould like to: engagemanmﬁmnaldialoguethbyouroﬂioeman A

-~ effortito try to resolve: thes¢ issues. Nothing inour dialogue should:be: considered the

official posmonofdxeAgencyunnlsuchnmeasyoureocwcxtm an official letter from_
‘our Director. Fornow, this is an informal discussion between us. Ihavechosmtoput ~

" this in writing so that you have something in front of you to work Mth,notnotsfroma

discussion that may or may not convey our position accurately. I think we will both-

agree that time is‘of the essence and I have no plans to draw this out in a lengthy: A
dialogue, 1 would like to .come:up with an agreemenit or an acknowledgement that weare
axanxmpasse nolaterthnnFndayofthlsweek(l21un),pmfcrablysoonar,nfpossxblc R

2. From omconfm'encecall lastweek,xtwasobwousthatthemostlmpomnt '

issue appeared to be the followmgpassagc from paragraph three of our. Director’s 4. Ju

200913tter'

= “Fnst,gwcnﬂmtwemllbepmvxdmgtthomumteewxﬂ:ﬁzﬂ m-mdacted ;
awwstomxlhonsofowmostscnsmvcopemﬂonslmatmals,wemllmviewthenom s
draft, and final reports, and other material generated from the Committee’s review of the - -
materials — whereverpnpared pnonoremovmgthlsmatcmlfmmdxekadmgkoomy
or SSCI' secure spaces.” :

3. meourdmcussxon.ﬂ:cte:msofmostconcemtomSSCIwem,“whm
prepared” and “or SSCI secure spaces.” Forus,thcheanofthlslssucrwtsmﬂlﬂxedmﬁ:" i
and your final report.: Thatxsthepnmmyltmthazwﬂlbeueatedomdeofﬂwkeadmg
Room and likely to leave SSCI secure spaces. I noticed inithe letter from Senator’
Feinstein dated 2 Jun 2009, tbemwasnopmvmionforallowmgtheCIAtomewthe

| ﬁnalSSCIrcportpnortopubhcanon. So I guess our first question is: Does the SSCI

plan to allow the CIA to review the SSCI final report before publication? 'I\l»xc.answer to

-this Monxsxmpomnttousandgoesalongwaymhdpmgusaddras ragraph th

of the D/CIA’s letter.

4. Omposmomsthxs.wcamglvxngtthSCImpmcedenxedamsmour
operational material Wemawareofalloftheprevxoussmdmyouhavecnedasa
precedent; however, at no time has CIA ever provided the SSCI with the volumeof =
unredacted operational material as we have agreed to do in this case. Exposmufthg v
names of CIA personnel involved in detentions and interrogations carries considerable

,coststoouroﬁicetspmfmwnallyandpcrsomny It is something we are. taking very - -
- seriously. Officers who have had their names exposed in the press have had theirlives
‘impacted significantly through constantmqumesfmmtthms,ﬂnwtx phanecal!sﬁ'om
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mtamuonalmgammuons,andhmmtwnsonu:vel. Addiuonally,andmost
significantly, ﬂ:mxdmthesmnuwknmmtoh&mcﬁmw&sbm&mnveng& With

that in mind, we believe that it'is; /appropriate to review documents; regmdlm of where ..
they are prepared before publication to ensure that' n exclndes the names of our officers.
Byﬂzevaymtumofposmsingammtychamnce,weeachbmtberwpombﬁtyof
protecting classified information; hn,euhsendof’dwday,tttsthc :sponsibili 'ofClA
topmtectnsomcasﬁompotenna!hm » o

SRR ) Sxmxlnrly, ‘mhtlonslnps with foreign lmson services and agreemmts that
wcmakewxﬂxmemamalsoofconwntous In some instances, fmgnhmsonmces
‘have shared information with usandagreedto take action on things that they have not’
even discussed with their. own: governments. Additionally, we have agreements with

some liaison partners that specifically prohibit the release of intelligence information. -
outside our Executive Branch of government. - If any of this information becomes public,

it erodes our ability to do business with these services and they are: subsequently reluctant
to do things for us and share information with us. ‘This too, is-why we feel it is necessary

to review a draft of your final report. - -

6. We realize that some issues involving Tialson services maybe. duwtly relevant 5
to the Terms of Reference and of importance to the canclusions and recommendations of i

your final report. We do not wish to hinder or change this, butwedoexpectyoutowoxk
with us to convey what you wish to convey while at the same time protecting our -

relationship with our liaison partners. Perhaps not identifying the specific country being .

referenced and rewording intelligence provided by foreign liaison serv:cesmﬂ:atnsull,;:‘_“
conveys your message while distorting where the information may have derived from
may be the answer. Agam,ourmtmtwnottochangethemeanmgortoneofyommpon,‘
just ensure that it is donein a way that protects our liaison equities. . We would expect

that both of us would be in agreement on this issue and partner with each other to ensure
thatyoucanconveywhatevcryouvnshmdwecanensmethatomhmsonethaarc

protected.:

& lnregmdtoourmdacnanofthudAgcncymfomauon,wewulsxmplydmﬁa

letter from our Director informing the other agencies that we are providing the .
information to you. AnothcrsohmanmaybetohavetheDNIdmﬁaletmtotheUSG =1
Agencies; 'Ihemampomtw,wecanmsolvethmimw thhomﬁlrtherdxscussxon P S

] 8. Inregardtothcmsueofnomleawngthekeadmgkoom,l’maﬁnlepuzzled
by this. Any notes that you take in the Reading Room are subject to review by our. -
redactors if you want to remove them.  If our building is one stop of several, and you
have notes from previous meetings, then perhaps you can'leave them in your vehicleor
take other simple practical measures to avoid commingling your notes. If you are taking
notamlauvctoxssuesnotpatnmthothsrevxcwwh:lemmekwdngoom,pahaps
the solution is for us to remove all non-relevant material from theReadingRoomnnd ._

make it avaﬂable at OCA spaces.
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9. I think we are all in agreement on the computer issue. In a nutshell, you will

- have a walled off hard drive on our network. No CIA personnel with the exception IT
- support will have access to the hard drive. The only reason for IT access to the hard

drive is for IT maintenance and support. This includes adding material to your hard drive
for your review. The SSCI retains ownership of anything created on this drive, it is SSCI
property and will be handled accordingly vis-&-vis the FOIA..

10. I think that covers the main issues of our discussion. Please get back to me as
soon as possible. I am interested in coming to a resolution, one way or another, as
quickly as we can. Please do not send me anything “official” until we can work this out
offline. '

Regards
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RUREE I

mnmmmmm
Chainmsm
Sohaammmeeonlmnkm
Unlted States Senate
‘Washington, D.C. 20510-

DearMadamChimn.

GJNUO)Ihubmmﬁamdbymym&uuoﬂOJmm. £
mmmmmmuamwmmﬁummum

 the SSCT review of material related to the CTA's deteation aod interrogation programs.
ot wwuwmmmmmmmwmmxmm
your 26 March 2009 roquest.
(UIFOUO)Wahnunﬂiﬂedmdmﬂcdmmewmmm
relsvant to the Terms of Reference as we are ahle to collect them. m:ﬁr.wahm el
“moro than100,000 pages of mredacted material availsble for review.  Per your yoquest, -
wemmumdmmmwmmmmummmg-;»_ :

the database.
wmso)mmmdmwmwmmmqmam
 staff in this

Committee and the Agency. Iam grateful for the cooperation-of your
. imoportant matter. Welo&wwwdduwmmcmmhuduh&e

completion of your review.
(U) An eriginal of this letter s being seat to Vioechﬁmnnund. |

Tedmy TRt e e alyt Ly W

* UNCLASSIFIED/FOR OFFICIAL USE ONLY —
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(U) Standard Operating Procedures for-SSCI ReviﬁJ (author unknown), undated.
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STANDARD OPERATING PROCEDURES FOR mm i

8

‘s1aff (i addition to our staff disectox, depaty waff dirsctoct. and counsdl) with

access 1o unredacted responsive information. haddnhn.adaﬁmddmedmﬂ'
myhmwumﬂp«ﬁmdwwwfuu
>mdmmmmumum«mwu
detginecs. Thest Commitice staff bave or will have signed standard Sensitive
’memwhwhfmﬂm
inthe mpumt.alc!A) * , Nt

2 C!Amﬂmkemdamdmdch:mﬂmﬂﬁlﬁ.ummhdcﬁndh
Sectian 701(b) of the National Security Act of 1947 (50 USC 431(b)), availablo.at

amwwmmmmmmm
staff electronic scarch, sort, filing, a0d print capability. (Ref A) ‘

- 4 ‘lfmpomivcdoammmmwmimdhthcopumdﬁlu
identify the names of non-supervisory CIA officers, Ihlsmmm.orhhckdlc :
Mmammmapmmwmmmm ;
copies of those documents o the Reading Room. (Ref A) 4 g

4 anmmmwmwmumwm ,
’ Mmufyﬁenmofmmvbaymoﬁws.ﬂamnpunna&mbhddm
: locations, or contain cryptonymzs or pseudonyms will be made available to the
Comumittes in the Commitice' :Mﬂwwmmﬂww v
: ‘(Scm,unbsdummmmazm) :

mmwwmswmmwukpmctmamlw

LY
"mwmmmmmsamrw Therefore, CIA -
access to'the walled off network share drive will be Limited to CIA information
~ wchnology stafl; except as suthorized by the Committee or its staff. CIA would
like to clarify, however, that unlike the walled-off network share drive; the stand .~
alone network must be accessad by CIA staff assigned 10 this effort to perfarn s,
_Variety of tasks, incloding, for example, loading and organizing the raw .~ -
'-zmpomndmmqnwudbyﬂummmdmiwunwonofmm
'mgh(bbemavedfmm&eﬂadmglm(kdn) ‘

6. Anydowmugmaﬁedmmewthdnwdumdhpmm&swﬂ
a5 any other notes, documents, draft and final recommendations, reports, or other
materials generated by the Committee staff or Members, are the property of the .
Committec and will be kept at the Reading Room solcly for secure safekecping
and ease of reference. These documents remain congressional records in their -
entirety and disposition and control over these records, even after of
the Committee's review, lies exclusively with the Commitiee. As such, these =
mﬂmmmmmmhudmdmfmﬁmm«mym

mmmmmmaummwmsm
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aw, mmmmmmmmmmm;mm
mmmcmﬂmﬂmm&mmmﬁem

‘wiitten suthorization of the Committee. The CIA will return the records to'the -

mwuymwmzwmmmuu

mmmmm«mt«mmwmmm
the CIA under the Freedom of Information Act or asy other anthority, the CIA
vmwymﬁfymmmudwﬂxspaﬂmbmuuumd

mmummwnwwmmw :

A)

the Reading Room. (Ref A)

g, umwm m«mm

:vaﬂluchﬁcwukoommunﬂmldﬁkewhnlvweinm Rt

Cocmittee SCIF, the Committes, will request nedactod versions of those 7
mmwmmmcm

- documents or materials in writing.
\mmummuwwmm
without the agreement of CIA. (Ref A)

9. CﬂAimmwmquldﬂnWabbmkRndmkmlf :
Mmbmummwmmmydlheopulﬂmdcﬂaﬁwhm

Room.mwmmmwnqwsmambymhuk.mdmwmm
1o accommodate your requirements. (Ref B) :

10. SSCI-Members of staff will not remove ﬁmﬁewngkmmym.wt

m-ﬂmﬂb&eeumlmwdmlodnﬂcabmandnfummmmd.in 2

product, operational files, or other documents ihat contain naredscied names or

mdmmmmwwmwmu
such sites, or sames of individual '

cryptonyms or information directly identifying
. assets, contacts, foreign government officials, or forvign intelligence afficials or

taviea.(RdC)
14N &wrwhm&ckudingkmwhmymmddsmmm

information covered in the preceding paragraph ar references bwdlmmmuinﬁ; :

Committee staff will provide those maierials to CIA personnel for redaction o -
replacement with & designator of for CIA's review of the Committoe stsff

redaction or replscenmcat. CIA's review of Committee information for redaction . .

Mwmuwwwmmmmqu

llItw!ﬂnubetheCommlm'smﬂmhemmlemﬁmﬁve
Nmmwmmammhmhamus .
office spaces or other locations. (Ref C). j

13. The Committee will mmvdcinfoamﬁmpundﬁomﬁcmbwdmhk

at the Reading Room wuywenuaumbcwclweddmdhmmm

‘ Wbuwdngﬂmmfammwmemfwadudﬁmmm No



https://npl~~-.;.ui

C06274838

IAPPROVED FOR
RELEASE DATE:

14-Jan-2015

wmmmumsmmupmmm :
mmummuuwmnm.mmmﬁumﬁmk B

nldluiﬁnd.(th)

o Lt mmmmmﬁmmmam

TR

mmwmm«wwmmmmw
hhkﬁn;kmwﬂlkmﬁﬂumdmmm Soch” o
mmmymwmdmdmwﬂn&m
‘materials, uummwmamumam
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. P (U//F‘OHQ)\ The' OIG leamed of several historical- incidents: related to. R.DlNet durmg the
course of this investigation. The incidents were cited by multlple mtervxeweec as demonstrating thnt -

‘SSCI users were previously aware of Agency monitoring of SSCI activity on RDINet.

2. (U/IFOHG) In Janusry 2010, the CIA RDI team removed 874 documents fmm the vmual
Reading Room and an additional setof52 documents on 11 May 2010. TheCIAslaﬁ”mtervwwed bythe
OIG stated that these documents were “Executive Privilege” documents- that had been' ummentnonally ,
comingled on the RDINet with documents mtended for production to the SSCI When n was. dxseovered
that these documents had been added o the virtual Reading Room in error, the RDIteam removedithe

}m 12 May 2010 stating that “Our: undexstnndmg of the. agreement

‘we reached with you last year was that the computer systems on wluch the Committee would be workmg
“would only be accessed by CIA personnel for purely administrative, IT aetlons ClA’sactionsin:  * .

removing:documents from our system are unequivocally not administrative.” The RDI leadershlp then °

Room: pnor to commltmg with the SSCI staff.

:3. (U//FOBO).Inmcember20?9 the o
Ithe SSCI staff

- ananuaryZOlO dlesamemdwldualalsompoﬂedhawngaeamemmthesecme

o hmm;.( -

.informed the relevant CIA employees that no further documents should be mmoved fmm the «Readmg

facility to the facilnil;mte > guard but did not provide the camera.for review. The individual was -
identified as on RDINet in November and Decemiber 2010.. The matter was

referred to the CIA Countermtelhgence Cenﬁer’s Coxmmplomge Gmup (CEG), and the employee was

© removed from the team.

4, (U//FOY6) On 6. May 2010, a SSCI staffer requested 1 from the. Agency the nblhty to pnnt a
sensitive document from the RDINet. The SSCI staff member attempted to bypass the print restriction by

[CICI  reviewed the incident and reeomnwn&ed removing the possibility of SSCI .

staffers utlhzmﬂ Jbut because the. eapabtllty wasL

it could not be removed or disabled. TheRDI team: discussed this i xssue ‘with the SSCI staff and remmded

them of the need for. secunty of the sensmve documents

5.(U/FOU6) In 2013 a number of detainee vxdeos not pmvxded to: the SSCI by the CIA were

requested by SSCI staff. The RDI review team evaluated the request and. determined the vudeos tobe

outside of the scope of the SSCI review. According tori the SSCI staffer asserted his: request,

saylnghehadadocumentthatdeﬂnedmelocanon ofthevndeosandﬂmmeyweremmresponswe PR,

detainee sites.. The staffer presented a hardcopy spreadsheet
produced by the sxneam]

ized as:a workmg cop.y

confirmed with the SRT analysts t that the requested vxdeos werenot

responsnve, and that all of the re responsrve videos from the spreadsheet: had already been provxded. The >

| UNCLASSIFIED/?EOUQ\

«documents. ‘On or:about 11 May 2010, the RDI team informed'SSCI that documents were: removed from i
_ the virtual Reading Room. SSCI Istaffer ~ bentan email to‘ ] :

1 3
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RDILIT team reviewed ‘ways the SSCI staff could have accessed the spreadsheet-and hypothesized that -
there may have beeu a Google seamh appliance vulnerablhty The team dlscovemd that the Google %
search applumcc was capable of searching both the SSCI side as well as the RDI team 's side of the
Spartan Gate: database The results of Google. searches showed documents from. both the SSCI and
Agency sndes of: RDINet and mcluded a link to cached versxons of the documents When chcked, the
cache link’ prescmed the text of the document in questlon “The RDI IT Team‘ __plemented a fix for. thxs
vulnerablhty in-April 2013, “The CIA mquested that the document be destroyed m bath papcr and :

‘electonic format and the SSCI staffer agreed to’ do so.

UNCLASSIFIED/ /Foy6—
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CENTRAL»’INT ELLIGENCE. AGENCY » )
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7 Febxﬁétyf;Olﬁ”

The Honorable Eric Holder
Attorney General .
Department. of “Justice. ' ‘ x oy 'f LS
Washington, B.C. 20530 . . . Ry ST

ATTENTION: Mr. George Toscas
' Deputy Assistant Attorney: General
ﬁNational Security Division A T

Re: : Crimes Refe;raig O N R

Dear Mt._Attorney-General'

(U//7F6B0) I am- writing to. you pursuant to’ Section%a 6(b)
«0of Executive Order 12333, as amended and Sections VI.B, '”;'
.VII.A.4, and VIII.A of. the 1995 Crimes Reporting Memorandum of .
Understanding between the Department of Justice and the "v;»i
Intelligence Community pertaining to. the reporting of Fisvks
information - concerning federal crimes (“the MOU”) s

: (U//FBUO) The Central Intelligence Agency (CIA) has
information relating to possible violations of .a. spec1fied )
Federal criminal law by one or more ‘individuals not. employed by _
the CIA. Since the computer system on which these possible - vive
‘violations occurred contains:highly classified information, I am il
reporting in accordance ‘the procedure set forth' in® Section ' pE

VIII.C of the MOU.

(U//FGBQJ The following 1nformation prov1des a reasonable :
basis to conclude that a violation of 18 U.S:C."§ 1030(a)(2)(B).0 ‘
a specafied ‘Federal criminal law, has' occurred. This'. =~ -
information derives from a limited security investigation that
was suspended before completion; only a completed. investigation
would determine whether or not a violation occurred.; There is a
computer: system or network (“system“) located in a Cix fac;lity

~+ Certain non-employees»have authorized access to a: portion of
- that system. A “firewall” exists between the portion: ‘to. whic
those non-employees have authorized: access and the. portion to
which they :do-not- have authorized access. There is a search
tool. on the: system that allows the non-employees to conduct
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searches to retrieve: documents on their portion of the system
That search tool hadia security vulnerability, now remedied< """
that could be . exploited to allow non-employees- ¢ '
firewall - and«retrieve documents on the. part -of*the: system tog
which they were not ‘authorized .access.:' .An incomplete -audit -
indicates that at least one non-employee exploited that
vulnerability to.retrieve a number of: CIAR documents: on the

- portionyof ‘the system to which he-or she did:not havewauthorizedm;“

access.,

(U//FOGO) The information made available to me indicates
that in the: November 2010. timeframe, the non-employee conductedds
a search that:appeared intended to reach -into part of the: oL 20
computer system to which the non-employee did not have -
authorized access. . In such a circumstance, the system was‘n
designed to bring up on the workstation screena: page ‘that::
advised the: non-employee was not-authorized to access. that'
document . This page, however, had the: security vulnerability
that has since been discovered and remedied. The. security
vulnerability was that the page also contained a “URL" that 3
indicated where the document was located on the system and’ if ans"
individual copied the URL and pasted it ‘into the 'browser’ F AT
address bar, the individual could gain:access to the document, ¥
copy it, bring that copy ‘across the firewall, and paste ‘it into R
a folder on his or her side of the firewall. The information RS
made’ available to me indicates the non-employee copied ‘the  URL, "
pasted it directly into the browser’s address bar, and accessed,ﬁ’

the document.

(U//F089¥ The 1nformation made available to me: further
indicates that this non-employee repeated this activity numerou'
times~in order ‘to access, ‘copy, and bring across the firewall -
CIA documents to which he or she. did not have authorized access..
I1f the system worked as designed, ‘on each occasion, the non- . :

informing him ‘or her that he or she did was not authorized’to J‘,“*
access the document. This’ non-employee copied all. of ‘these ' '
documents into a file or folder on the portion of the. system to
which: he or she:<had authorized access. Thereafter, at least. T

four other non-employees accessed and printed these’ CIAY
It is not clear. whether.any of

these other .four non-employees may- also have explo;ted the
security vulnerability.

2
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(U//BSUO) Some or all ‘of the documents accessed by . o
exploiting the security vulnerability contained the’ following i

banner. ' . . W

' (uyfrthv Ihis classified document was prepared. Qy the. CIA

- Director’s Review Group for Rendition, Detention, and Interrogation
(DRG-RDI) for. DRG-RDI’s internal discussion purposes: -and. should not
be used for any other'purpase, nor may it be. distributed without -
express permission from DRG-RDI or CIA's Ofrice ‘of General € unsel

This" document contains classified infbrmation derived t!um N
-sensitive sources and methods, which may include, but ‘may not be -
‘limited to, HUMINT, SIGINT, intelligence assets, other US . . . .
Government ‘agencies, and/or foreign governments and l1iaison .
services, and must be handled accordingly. This. document -a1so
contains material protécted by the attorney-client and attorney
workﬁprodbct privileges. ' Furthermore, this document constitutes
deliberative work product, protected by the deliberativefprocess
privilege, and is not-a final, conclusive, complete, or
comprehensive analysis of DRG-RDI or CIA. Rather, it was created
:to suit the .needs of DRG-RDI, in support of informing senior Agency
officers about broad policy issues. While every effort was made:to
ensure this document‘s ‘accuracy,. it may contain inadvertent errors._
For: this reason,:and because this document: selectively summarizes,;';
draws’ ‘inferences from, or ‘omits- information from the sources: 1t e
cites, it should not be relied upon by persons outside DRG—RDI. g

Ty

(U/7FOBe) At the request of the Director of the: CIA, thev
CIA Inspector: General (IG) opened a review into the -actions, -of
CIA employees' who discovered the above information. On.30
.January 2014, representatives of the IG discussed with:the,
Criminal Division’s Computer Crimes and Intellectual Property
Section (CCIPS), information concerning possible violations of
Title 18 U.S.C. §§ 1030 and 2511 by CIA employees. 250) o B
3. February. 2014, the CIA IG’s office issued crimes ref'rral
2014-11718. to 'CCISP based in:part on those. discussions.] Th
did not include in his crime referral any information. regarding '
the potential criminal viclation by the non-employees, deferring
" to the Agency to determine whether the information available met
the standard to 1ssue a crimes report on the non—employees.‘ w

(U//FOSQ)‘ As the Acting General Counsel, that g
determination was my responsibility under the MOU.: :As.noted - ..

above, I have determined there is a reasonable basisxto&conclﬁde i

3
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that a violation‘of 18 U.S.C. § 1030(a)(2) (B), a specified
Federal criminal law, has occurred.

LR q,_f_s;ncerf\el)/

. v e
8 3 b

copy to: Inspector: General

4
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- January 15:27, 2014

The following is an‘outline,. and.does noi purport to be. complete.

By Jan. 9, 2014, 1 had developed reason to believe that the SSCI saff perfoxmmg the R.DI s
review. had obtained unauthorized access to classified, dmﬁ, pre-decisional, prmleged i

‘documents resident on the Agency “side” of RDI Net. I'was-aware of explicit admissions [
- from staff that they “knew something” about the documents (including a comment made
- by:staff membe{ Lt Caroline Krass’ confirmation hearing to the effect that-he
“have seen [the Agency’s] real response” to the SSCI RDI Study), as well as' publ:c

statements by members of the SSCI to the effect that they had seen the documents.’
Moreover, I was reminded by my staff that there had once been'a “hole™ or breach in the h
firewall dividing the SSCI side from the CIA side of RDI Net (discovered in 2012). At.. ke
that time, when confronted with a document that should not have been in their
possession, SSCI staff members had assured me that they did not mappropnately access
any other documents on the Agency side. By January 9, my staff had conducted a check
of our logs that chronicle documents the Agency had appropriately provided to the SSCI- '
and found no SRT documents referenced within them. As a result, I had good reason to.
believe that Comtmttee staffs 2012 assurance was a misrepresentation. . Sy

Iam ultxmately responsible for ensuring the security of RDI Net system—a CIA. owncd 5

‘and operated system, located in a CIA facility and subject to CIA regulations and .

.applicable US laws regarding classified information—and for maintaining the safety of o

 sensitive CIA records placed upon it. As a consequence, I asked IT professxonals thhm el
. the Office of Detainee Affairs (ODA) to determine whether the SRT documents were

present on the SSCI side of the system. In so doing, I carefully considered what was:
known to me regarding the Agency’s historical representations to and agreements with -

the SSCI concerning the general principle of refraining from accessing the SSCI side of
the system. Those representations included an explicit reservation of authority for
Agency IT officers to access the: SSCI side to address precisely these sorts of situations. I
was aware that SSCI staff had been briefed on the fact that the Agency would conduct
security monitoring of the system. I also was aware that Agency IT officershad - =

repeatedly utilized this authority to confirm that documents had been appropnately
;placed on the SSCI side of the system, a practice that SSCI had knowledge of and fuliy

and repeatedly consented to. | was mindful that Director Panetta, and others, had clearly
stated to the SSCI that our respect for their substantive privacy did not mean that we were
abandoning our right to ‘administrative access or an audit capability to ensure the security -
of the system and to protect CIA information, the latter an obligation imposed by statute.
As aconsequence, I did not interpret any representation to SSCI as requiring that we turn
a blind eye to possible vxolauons of Agency regulations or federal law. To the contmry

' SSCI referred to the documems as the “Ptmetta Review,” but the Agcncy has lnstoncally referred to them '
as WCRs (“weekly case reports”) or SRT (Stmtzg:c Review Team) documents.

4;.
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my. understandmg from my. first days with the Agency, when I was prowded with ¢ 3

briefings on the SSCI review process by Agency officers, mcludmg secmty ofﬁoexs, was r

that I have an affirmative obligation to take steps——mcludmg pf the system—to VR L
cnsurethemtegnty ofthat system ami to protect classified: matcm]s e PR N S

- ‘Perhaps mostimportantly, 1t was my understanding of: agmcments betweenvthe
Committee and the Agency that restrictions onAgency access to the SSCL. side wer
intended to preclude the Agency from conducting: substantive: reviews of the’ ‘Commi 5
work product, not from conducting normal administrative and secunty-relatod functxons .

- Lensured that this particular administrative action would be extremely narrow,. lmnted to.

a simple identification of the presence of particular CI4 documents, not SSCL matcnals I,‘ s
explicitly directed that no.content was to be read, altered, moved, or examined in any

fashion. I gave-explicit directions that the officers were to search only for the SRT -

documents. They were not to search for or access any other documents, nor read‘or. j
review the SRT documents, but simply to determine whether they were present on the ;. i
system. The review was purely in the manner of an audit, with no substantlvc review of e
any document or Comnuttee work product. e

Later that day, I was informed that our IT officers had determined the Agency’s . :
_ documents were mdeed yresent on the SSCI side of the system. [immediately: mfo edy s

md J We discussed next steps, and T
mformed ‘them that we could take the inauirv into this matter one step further, by’ aslung
CIA’ _— S _ —which.under thedirection'of CIC. .. "
ol regarding whether the documents had been .

accessed by SSCI staffers. 'fhey concurred, and I asked ODA to: contaci lo xeque_st
the necessary support. Again, I gave specific direction that the' effort was| tobe closely
circumscribed, and should involve only the identified documents. No other. documcnts
were to be accessed or reviewed and, again, no substantwe review of the SRT docum'
was to occur. That admomnon was delivered v:a c-maxl { \_

On the same day, - Wmformed me that M d:scussed this issue. w1th th
 Director, and the Director. had instructed that we needed to be “completely’ sure” ”'thatithe
documents on the SSCI side of the system were actually the SRT documents. I asked my
colleagu¢ to attempt to verify the nature of the documents, and _ quickly
reported tha  had looked ‘at the first page of a handful of the documents and confirmed: A
that they were the privileged, draft documents in question, the documents SSCI had not
been authorized to receive. Informed me that| |did not read any of the - £
documents, but merely look_éd at the front page format of a few to see if they posswsed

the same warning banner, draft designation, format, etc., as the SRT documents I
mformed+ of this confirmation, - , Y v

SEm— L A

Late in the afternoon of Jan. 10, 2014, ] recexved a.report of ﬁndmgs fromJ [.: Y
mdxcatmg that five SSCI staff members had accessed the documents, begmnmg in n the fall

of 2010 and concluding in the fall of 2012, about the time the “hole” in the RDI th i
firewall had been discovered. The staff members had accessed the documcms thousands
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of times. I reported this ﬁndmg ‘Jand the DCIA. Iadw&dﬂchuectorof
the importance of determining the full facts surrounding this matter before dxscussmg it
with the Committee or the WH, and he directed me to pursue all avaxlable options t0. .
determine how the documents came to be on the SSCI side of the system, as a necessary '
predicate to any broader discussions. I noted for him that I did not run:an mvesugahve
organization, but that I could ask the ODA team to try and cxplore how SSCIL could havc
achieved access to the documents. '

Saturday a.ﬁemoon, Jan. 11,1took a call at home from the Director, who mfo:med me
that he had discussed the possxblc security breach with WH COS. Dcms McDonough

The Director mterated his desire to inform the Hill of the breach as soon as: possxblc, and -

emphasized that I was to use whatever means necessary to answer the question of how
the documents arrived on the SSCI side of the system so that his communication with the
Hill could occur. I viewed those instructions as authorizing me to. gather the necessary
Agency personnel and components who would normally be involved i in such an eﬁ'on.
He also tasked me to generate a set of draft talking points for that meeting with
Committee leademhxp J-cautioned that dlscussmg this matter with the WH, at this stage,
was problematic, as it could later be viewed as WH interference in a potential cnmmal
investigation. He thanked me for my efforts, and reiterated that he wanted answers as
soon as possxble meanmg days, not weeks. i

On the moming of Jan. 13 2014, after informing. elements of Agency leadershlp ofthe

fCIC ‘r D/OPA, D/OCA, .and others. \
httend?d briefly.. Dunng he meeting I described the events to date and the
Director’s instructions. I indicated that neither I nor ODA had any capablhty to conduct
the sort of forensic work necessary to answer the DCIA’s question concerning the ,
provenance of the SRT documents. FCIC explained how{ Lvould beableto ..
perform the work. No one in attendance voiced. any objection to tnkmg on. the
assignment; indeed, there were unanimous expressions of support for thc proposmon that.
the Agency needed to determine whether the documents had been intentionally t taken or if
there was some more innocent explanauon for their pn:scncc on the SSCI side, prior.to:
discussing the matter with the SSCI. I advised that the matter should be placed under the
control of the Office of Security. I also stressed that this work should be done: w1thout ,
reference to the content of any documents on the SSCI side; that no substantive review of
any document had been performed, should not be performed, and need not be pcrfonned
in order to conduct this  activity. 5 E e

Later'that evening, the aforementioned group met with the Director to discuss status of
efforts to determine the provenance of the documents. Before we could begina
substannve discussion, the Director expressed irritation that CIC was mvolved inthe.
effort, stating that the “optic” of CTC performing the.  work was noor. Several
attendees attemnt to explain that

: but the Director continued to focus on the “optics.” 1informed the....
Director o1 my view that the conduct in question could be criminal, and that the
Agency—based solely on its current understandmg, that unauthorized documems existéd *
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~ on the SSCI side of the system and had been repeatedly accessed—had an obligation to
answer the question of whether there had been a security violation or a potential violation
of law that should be referred to the Department of Justice. Nevertheless, he ordered a
“pause”inthé  work being conducted by{ and stated that it was necessary to
consult with the WH on next steps. Moreover, he expressed his intention to discuss the
matter with Committee leadership the next day.

I repeatedly counseled the Director, as well as and D/OCA, that it was
unwise to ask the WH for direction as to a possible criminal investigation. If the WH
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction
of justice. At the least, it could be interpreted that way by Congressional critics and the
press. Merely consulting with the WH would place the Director in a bad light, making it
appear that he was politicizing a potential criminal matter. [ also repeatedly counseled
that informing Committee leadership of the potential breach at this stage would result in
the potential targets of the investigation—SSCI staff—being informed of the
investigation, and would permit them to “get their story straight” prior to being
interviewed by Agency security officers or law enforcement, a practice that would not be
viewed as appropnatc by criminal investigators. I again recommended that the matter be
placed under the auspices of the Office of Security and tha! pS determine next steps,
be they to continue the review or to refer the matter to the Dcpanment of Justice. '

Following these events, I received an e-mail on AIN ﬁ'mﬂ B Wbralsmg my
work, and asking me to come see the Director so he could tell me how muchhe
appreciated my efforts. I attempted to decline, noting that it wasn’t necessary, but{ W
insisted. -

At 5:30 on January 16, I was asked to come to the Director’s office. The Director said
he understood I was concerned about events relating to this matter. Referencing the
meeting on the evening of January 13, he said he could come off as “brusque” but that he
hoped he hadn’t offended me. He went on to say this was a difficult matter, but he was
the Director and had to make a decision about the proper way to proceed. He said he
appreciated my advice, fully supported all my actions in this matter, and urged me to be
proactive in coming to him with future concerns—directly if necessary, rather than
through staff. I thanked him for his consideration in bringing me in, but noted that any
discomfort I had concerning this matter was not related to his demeanor at the January 13
meeting, but rather stemmed from a concern that I had not adequately or with sufficient
force conveyed what I perceived as the legal risks inherent in his chosen course of action.

He asked me what he should do going forward and I made three recommendations:
Provide DS with written instructions to carry out a review of this matter using all
available means at her disposal, and to arrive at a recommendation “without fear or
favor”; to refrain from further discussions with the WH until such time as the facts were
known; and to contact FBI to let them know of the potential breach—noting that the facts
are incomplete and that it could turn out to be a matter of little consequence—but to
inform the Bureau of the actions that had been taken and to accept help in conducting the
forensic work if offered. The Director thanked me and noted that these all seemed to be
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness.
The conversation was cordial throughout.

Addendum re Feinstein letter of January 23, 2014

I share a few thoughts about Sen. Feinstein’s letter—in particular, it’s most important
implicit assertion, that the Agency is not permitted to access the SSCI side of the CIA
system for purposes of security monitoring and to ensure the safety of classified
materials. _

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in
fact performed security monitoring and exerted compliance control over RDI Net,

. including on the SSCI side of the system. The Agency monitors the entire system as it

does all CIA systems, and SSCI awareness of this fact is reflected in the security
warnings and disclaimers that SSCI staffers see as they access their side of the system.
The security briefing provided to SSCI staffers makes it clear that such monitoring /

}was to be expected.

Of course, it must be so. After all, SSCI has never attempted to exert any sort of security
protocols or monitoring over the system. To my knowledge, no SSCI security officer has
ever accessed the system or requested permission to do so. If SSCI is right in claiming
that CIA lacks the authority to maintain security of the system and its compliance with
Agency regulations and applicable law, then we have created a system in which no one
has that responsibility. Even the Director lacks the authority to establish a system for
maintaining extremely sensitive, classified documents and exempt it from all security
monitoring and compliance. ’

In point of fact, of course, DCIA Panetta did not purport to do so here. While SSCI
asserted the right to complete hegemony over its side of the system, the Agency did not
accept that demand. The Committee cannot establish otherwise by repeatedly citing its
unacknowledged and unapproved assertion of complete control. Iam told that like many
issues of contention between the Agency and the Committee (such as the ultimate
ownership of the documents being provided to the SSCI, which the Committee still
claims should be given over for permanent storage on the Hill following conclusion of
the Review) Agency leadership at the time chose to defer “open warfare” over the issue
of security by not making it an explicit provision in letter exchanges between the Agency
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain
security over the system—and my own view is that, in any event, it could not have
lawfully done so.

Finally, and perhaps of greatest significance, the "stand alone" nature of the system was
only important, as the letter from Sen. Feinstein explicitly admits, "because it was
recognized to contain SSCI work product." The preliminary audit conducted in this
instance, which took place because there was a reasonable basis to believe that a violation
of regulation or law had occurred, did not involve the review of any work product. It was
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solely focused on determining whether CIA documents—resident on a CIA owned and
operated system, housed in a CIA facility and entrusted to CIA officers for management
and security--which had not been authorized for passage to the Committee had been
accessed by the SSCI staff. No substance was reviewed, no documents were moved or
altered, and no substantive information was gained.
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	on the SSCI side of the system and had been repeatedly accessed-had an obligationto 
	answer the question of whether there hadbeen a security violation or a potential violation 
	of law that should be referred to the Department of Justice. Nevertheless, he ordered a 
	"pause" in th ork being·conducted· br-1nd stated that it wasnecessaryto 
	consult with the·WH on t:1ext steps. Moreov~~pressed his intention to discuss the 
	matter with Committee leadership the next day. 
	I repeatedly counseled the Director, as well a{-.--.---.---.-,--,-,landD/OCA, that it was unwise to ask the WH for direction as to a possible criminal investigation. If the WH were to order the inquiry stopped, it could constitute an act in furtherance of obstruction of justice. At the least, it could be interpreted that way by Congressional critics and the press. Merely consulting with the WH would place the Director in a bad light, making it appear that he waspoliticizing a potential criminalmatter. ·1 al
	informed.of the 

	Following these events, I received an e-mail on AIN fro '---a-,---~ nusmg my 
	work, and asking me to come see the Director so he could tell me how much he 
	appreciated my efforts. I attempted to decline, noting thatit wasn't necessary, but! 
	insisted. .___~ 
	At 5:_30 on January 16, I was asked to come to the Director's office. The Director said he understood I wasconcerned about events relating to this matter. Referencing the meeting on the evening of January 13, he said he could come off as "brusque" but that ·he hoped he hadn't offended me. He went on to say this was a difficult matter, but he was the Director and had to make a decision about the proper way to proceed. He said he appreciated my advice, fully supported all my actions in this matter, and urged 
	He asked me what he should do going forward and I made three recommendations: PI:ovidC})S with written instructions to carry
	out a review of this matter using all available means at her disposal; and to arrive at a recommendation ''without fearor favor''; to refrain from further discussions with the WH until such time as the facts were known; and to contact FBI to let them know of the potential breach-noting that the facts are incomplete and that it could tum out to be a matter oflittle consequence-but to inform the Bureau of the actions that had been taken and to accept help in conducting the forensic work if offered. The Direct
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	good ideas, and that he would pursue them. I again thanked him for his thoughtfulness. 
	The CQnversation wascordial throughout. 
	Addendum re Feinstein letter of January 23, 2014 
	I share a few thoughts about Sen. Feinstein's ietter-in particular, it's most important 
	implicit assertion, that the Agency is not .permitted to access the SSCI side of the CIA 
	system for purposes of security monitoring and to ensurethe safety of classified 
	marerials. · 
	That assertion is simply incorrect. Throughout the life of the SSCI review-CIA has in 
	fact performed security monitoring and exerted compliance control over RDI Net, , including on the SSCI side of the system. The Agency monitors the entiresystem .as it 
	does all CIA systems, and SSC! awareness of this fact is reflected in the security 
	warnings and disclaimers that SSCI staffers seeas they access their side of the system. 
	The security Qriefing provided to SSCI staffers makes it clear that such monitoring / 
	to be expected. 
	Of course, it must be so. After all, SSCI has neve~ attempted to exert any sort of security protocols or monitoring over the system. To my knowledge, no SSCI security officer has ever accessed the system or requested permission to do so. If SSCI is right in claiming that CIA lacks the authority to maintain security of the system and its compliance with Agency regulations and applicable law, then we have created a system in which no one has _that responsibility: Even the Director lacks the authority to estab
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	and exempt it fromall security 

	monitoring and compliance. 
	monitoring and compliance. 
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	In point offact, of course, DCIA Panetta did not purport to do so here .. While SSCI asserted the right to complete hegemony over its side of the system, the Agency did not acceptthat demand. The Committee cannot establish otherwise by repeatedly citing its unacknowledgedandunapproved assertion of complete control. I am told that like many issuesof contention between the Agency and the Committee (such as the ultimate ownership of the documents being provided to the SSCI, which the Committee still claims sho
	Finally, and per~s of grearest significance, the "stand alone" nature of the system was only important, as the letter from Sen. Feinstein explicitly admits, "because it was recognizedto contain SSCI work product." The preliminary audit conducted in this instance, which took place because there was a reasonable basis to believe that a violation Qf regulation or law had occurred, did not involve the review of any work product. It was 
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	solely focused on determining whether CIA documents-resident on a CIA owned and operated .system, housed in a CIA facility and entrusted to CIA officers for management andsecurity-which had not been authorized for p~e to the Committee had been accessed by the SSCI staff. No substance wasreviewed, no documents were moved or altered, and no substantive ~ormation was gained. 
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