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Introduction

The terrorist attack on the World Trade Center in New York and on government facilities in
Washington, DC, irreversibly altered the foundations of US national securily policy. It also
reshaped the imperatives that drive the work of the US Intelligence Community. On the
eve of the second anniversary of that attack, the Center for the Study of Intelligence (CSi)
assembted a group of approximately 85 experts at a conference in Charlottesvitle, Virginia,
to think through the implications of this new world for our profession, CS! spensorship was
in keeping with the Center's original mandate from DCl James Schiesinger—assemble the
best minds and bring them to bear on the most critical chaltenges to the Agency and to the
Intelligence Community.

Within the Community, far-reaching changes were well underway during the decade that
preceded the 9/11 attacks. They stemmed from the collapse of the Soviet Union and the
pressures for adaptation to the post-Cold War environment. As the bipolar confrontation
receded and a more fluid, chaotic world of diverse threats emerged, intelligence programs
were refocused and resources were realigned tc a new set of priorities. In important
respects, evolutionary and adaptive changes were indeed beginning to create a more
fiexible, agite, and responsive intelligence Community. But the tidal wave generated by the
shock of 8/11 soon overtook and broke over the Community in a way that has fed many
observers 1o question the adequacy of evolutionary changes. Existing organizationat
arrangements, legal authorities, institutional cultures, business practices, and support
architectures are all being reexamined with a new intensity. The importance of timely
intelligence is indisputable, and the consequences of failure are unthinkabte.

The conference opened with a broad-ranging consideration of the evolution of the
international security environment, the changing American role in it, and the best
stratagems for ensuring that intelligence priorities and guidelines conform to the needs of
policymakers. It also examined in detail the changing intelligence needs of specific user

communities and the ability of intelligence to meet them. Most impoartantly, it considered
possible procedurat and institutional changes that might enhance the capabilities of the

Intelligence Community in this new era.

Conference participants included former and serving senior government officials from the
national security policy arena, academic specialists, and experienced intelligence
professionals from across the Community. Sixteen of the participanis contributed formal
presentations that served as catalysts for lively and informative discussions. The
presenters were:

» Waiter Russell Mead, Senior Fellow of the Council on Foraign Relations and author of
the recently published A Special Providence: American Foreign Policy and How it
Changed the World

« Eliot Cohen, Director of the Strategic Studies Program at the School of Advanced
International Studies (SA1S), The Johns Hopkins University and member of the Defense
Poticy Board
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* Brent Scowcroft, National Security Adviser to Presidents Gerald Ford and George H. W.
Bush

» James Steinberg, Deputy National Security Adviser to President Bill Clinton

« (Greg Treverton, former Vice Chairman of the National Intelligence Council and faculty
member at the Kennedy School at Harvard

» Russ Travers, Deputy Director of the Terrorist Threat Integration Center {TTIC) and
former Director for Policy at the Defense Intelligence Agency (DIA)

* Major General John Kimmons, Commander of the US Army Intelligence and Security
Command

* Major General (ret) Robert Scales (LUSA), coauthor of the recently published The frag
War: A Military History and former Commandant of the Army War College

 Ellen Laipson, President of the Henry L. Stimson Center and former Vice Chairman of
the National Intelligence Council

* Leon Fuerth, Research Professor of International Affairs at the Elliott School of
International Affairs of George Washington University and National Security Adviser to
Vice President Al Gore

» Lt. General (ret) Bill Odom (USA), Directar of National Security Studies at the Hudson
Institute and former Director of the National Security Agency

* Larry Kindsvater, Executive Director for Intelligence Community Affairs, CIA

= Richard Betts, member of the DCl's Naticnal Security Advisory Panel and of the National
Commission on Terrorism, and Professor at the Institute of War and Peace Studies,
Columbia University, and former mamber of the National Security Council

* Bill Nolte, Deputy Assistant Director of Central Intelligence for Analysis and Production
» Kevin Q'Connell, Director of the Intelligence Policy Center of the Rand Corporation

» Fritz Ermarth, security policy consultant and former Chairman of the National
Intelligence Council

The following summary of the conference proceedings focuses on the most innovative and
thought-provoking ideas surfaced at the conference. it does not attempt to recapitulate the
discussions in detail. As a result, some of the Intelligence Community's achievements, as
acknowledged by speakers at the conference, have been given short shrift, Those
interested in capturing the flavor of the discussions at the conference may refer to the
italicized presentation excerpts that foliow each section of this summary. Asterisks
separate the remarks of individual speakers.
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The Changing International
Pelitical-Strategic Setting:
Driver of Change

Conference participanis were strongly of
the view that the most serious challenges
to the Inteligence Community were the
product of fundamental and irreversible
changes in the global environment and not
the result of changes in political goals or
pricrities at the national level. As the trag-
edy of 9/11 has demonstrated, mortal
threats t0 American lives and interests are
no longer confined to a single superpower
adversary. Not only naticn-states, but
much smatller and more amorphous orga-
nizations now possess the means and the
motivation to intlict major damage and ca-
sualiies on the United States. These ter-
rorist groups constitute the most imme-
diate threat to US security. This new
threat environment has been in the making
since the collapse of the Soviet Union. It
has erased the bipolar givision of power
that had dominated the world and the
threat horizon of the United States for de-
cades.

The principal drivers of the ongoing chang-
es in the international threat environment
are the forces of globalization and the asso-
ciated processes of technological progress
and diffusion. By eliminating barriers o the
spread of goods, capital, and ideas, the
former process subjects more traditional
societies—such as those in the Islamic
world—to social, cultural and economic
stresses they are itt equipped to handle.
These siresses have given rise and will
continue to give rise to viotent extremist
movements. They draw their support from
groups and individuals who find themselves
economically and politically disenfran-
chised, or who consider their traditional val-
ues o be threatened. The US has become,
and wil remain, the main target of the ani-
mus and actions of these movements. One
speaker suggested that the US economy
and the global institutions and networks

that it dominates are driving the changes
whose conseguences these movements
and their supporters find so objectionable.

The rising tide of social and economic dis-
ruption has been paratleled by an acceler-
ating pace of technological change and an
ever-widening access to the innovations
that have resulted. The erosion of geo-
graphic and communications barriers to the
diffusion of knowledge has given retatively
small groups, and individuals as well, ac-
cess to new and more lethal technologies
capabie of causing massive casualties and
damage. At the same time, the complexity
and intricate mesh of economig, financial,
trade, and human contacts characteristic of
advanced societies make it more difficult for
them to shield themselves against the at-
tacks of small and amorphous groups.

Confronted with these changes in the glo-
bat threat environment, intelligence must
radically revise the perspectives and pro-
cedures that served it well in the bipolar
world of the Cold War. The requirement
now is for a broad rather than a narrow fo-
cus, flexibility rather than concentration of
forces, and a fundamental recrientation of
the Intelligence Community's reserves of
area knowledge and expertise. Plumbing
and addressing the religious motivation
and inspiration of some of the most dan-
gerous terrorist movemenis poses particu-
far difficuities for both the policy and
intelligence communities in the US. We
are both unfamiliar and uncomfortable
dealing with religion as a driver of violence
and hostility. Religious raticnales for vio-
lent acts are not unique to Islam but have
taken on particular importance in the Mus-
lim world.




You no longer
needlo be a
farge country
with a powerful
industrial
complex fo
[undertake]
acts that
fundamentally
compromisethe
security [of
democralic
countries].

Presentation Excerpts

There really has been a fundamental
change in the world environment, and |
don't think you can understand how you
need to adjust without knowing that. The
world of the Cold War was a world of in-
tense focus on a single center of threat

. ... Thatfixed the way we looked at ev-
erything, the way we organized . ... lfwas
replaced by almost the polar opposite . . ..
For the Intelligence Community, you went
from a pinpoint focus to [needing to have]
a panoramic view.

You no longer need to be a farge country
with a powerful industrial complex to chai-
fenge the liberal democracies, to [under-
ltake] acts that fundamentally compromise
their security or economy. You can be an
NGO fa non-governmental organization]
and do the job.

The technological society and technologi-
cal enhancements that we are straining
every nerve to accelerate are creating new
... imternational dangers . ... Smallerand
smaller groups of people disposing of
smaller and smaller resources will be able
fo cause greater and greater damage.

The more the American project of creating
a world in which the dynamic productive
capacities of capitalism are unleashed . . .
{and] generate a more dynamic and faster
{changing] society, the more we're going to
have a world at risk.

ek

It's a considerably more dangerous world
.. .. [itis] entirely conceivable that some
state or rogue actor . . . could one day do
something that could destroy our

capital city.

ok

You have to think about [ferrorism] as part
of a broader set of global phenomena,
fwhich have} broken down barriers be-
tween states [and] have made individual
actors, NGOs, non-state aclors, . . . more
capable of acting across borders in an ef-
fective and organized manner. [These gio-
bal developments] have created new
opportunities for growth, but also for de-
struction.

An historian looking back on September
11 and our reaction fo it will be struck by

. the difficuity we have in talking about
refigion and in acknowledging religion as a
source of violence in the world . . . . [Reli-
gious extremismy] is going 1o be a large,
multi-decade, quite likely multi-generation-
al set of issues that are going to involve
large parts of the Isfamic worid.




Meeting the Challenge of Change:
Assessing the Intelligence
Community’s Performance

Speakers noted that the Intelligence Com-
munity has not performed as well as need-
ed 1o meet the challenges posed by a
world characterized by diffuse and rapidly
evolving threats. [t has failed to develop
the flexibility and resources to cope, not
only with terrorism and the associated
threat of WMD proliferation, but with other
new, as yet unidentified, threats as well.
Neither collection nor analytical organiza-
tions have performed well in identifying
and meeting these new challenges.

The warning function is chaotic. The fail-
ure to establish an effective warning sys-
tem that would have correlated strategic
warning (the recognized threat represent-
ed by al-Qa'ida) to tactical warning (indica-
tions of al-Qa'ida’s operational capabilities
and intentions) represented a “failure of in-
telligence” So did the unsuccessful ef-
forts to develop a comprehensive
overview of the status of Iragi and North
Korean WMD programs.

The IC as presently structured evolved to
deal with the massive threat to US security
represented by a nuclear-armed super-
power. The Community performed well in
meeting that challenge, but the conditions
inherent to that environment—a known ad-
versary, enduring intelligence challenges,
clear priorities, and a narrow focus--—-no
longer apply. The IC now confrents a se-
curity environment that is almost the mirror
image of that: one characterized by rapid
change and multiple new threats.

Although the most significant threat to US
security today is that posed by the terrorist
and extremist movements within the
Islamic world, it cannot be assumed that
this will still be the case in 10 years. Other
threats whose outlines are already visible
include the fallout from civil conflict in other

states, the dangers posed by failed or
rogue states with access to WMD, and the
implications of China's rising power. Suc-
cess in meeting the challenges posed by
this array of potential threats will require a
panaramic vision, flexibility, and innovative
approaches to intelligence collection and
analysis.

A major weakness of the IC is its difficulty
in providing strategic intelligence-—the
comprehensive cverviews that put dispar-
ate events and the fragmentary snapshots
provided by different intelligence sources
into a contextual framework that makes it
meaningful for the intelligence consumer.
This criticism applies to intelligence pre-
pared both for a naticnal policy audience
and for more specialized audiences, such
as battlefield commanders.

We excel in missions susceptible to tech-
nological solutions—"counting tanks™—but
do not perform well in those that require a
subtle understanding of the goals and per-
spectives of our enemies and other poten-
tial antagonists. We lack the depth of area
and linguistic expertise that would enabie
us to put their actions and intentions in the
context of their own culture, and allow us
1o better anticipate their actions.

This deficit in cultural expertise is associat-
ed with another negative trend highlighted
by conference participants: We increas-
ingly report rather than analyze. We are
good at the “who” and the “what,” but bad
at the “why” and the “so what” One result
is that the usefulness of our threat analysis
is limited. What we present as threat anal-
ysis is really vulnerability analysis and of
little use in identifying real threats. These
shortfalls have had a negative impact not




Is American
national and
strategic
inteligence up
to the demands
of the global
environment?
... 1think there
is a prima facie
case that the
answer is no.

only on our record in dealing with terrorist
organizations tike al-Qa'ida, but on our
performance in Irag as well.

Speakers emphasized that the difficulties
confronting the Community will not dimin-
ish. To the contrary, the bar has been
raised. The emphasis on preempting ter-
rorist threats in the New Nationat Security
Doctrine places a premium on intelligence.
i intelligence is to be used to justity a mili-
tary attack or other preemplive action
against a state, organization, or individual,
it must be virtually flawless. It must pro-
vide not only a fine-grained assessment of
a potential enemy's capabilities, but be
founded on the analytical expertise and
human intelligence sources needed to
support an accurate assessment of his in-
tentions. inielligence support that fails
short of this exacting standard can lead to
policy decisions that will undermine the
moral authority and credibitity of the United
States and inhibit its ability to exercise in-
fluence in the world.

Presentation Excerpts

We are ina new era . ... This means that
we have fo assess whether our intelli-
gence mechanisms are adequate . .. . Is

American national and strategic intelli-
gence up to the demands of the global en-
vironment and our national policies and
strategies? | think there is a prima facie
case that the answer is no.

LAk

[intelligence] has less competitive advan-

tage than we've ever had . . . . We're com-
peting against high class academics, think
tanks, and the press, many of whom have

far more access fo [good resources] than
we in the Intelligence Community. That's a
huge problem. Policy is less frusting of us.
We've had enough mistakes over the last
four or five, six years. You couple that with
the natural self-assuredness of the policy
community and they're not necessarily
willing fo listen to the Intelligence Commu-
nity when it comes forward.

LA S

it does seem to me that 9/11 has driven
home to us just how mismatched many of
our organizations and processes were o
the world even before 8/11 ... . We had
based our Cold War arrangements for in-
tefligence and for its connection, or fack
thereof, to law enforcement on a series of
distinctions. We said intelligence is one
thing and law enforcement is another. We
said foreign is one thing and domestic an-
other. We said public is one thing and pri-
vate another.

ok

There are a lof of people in Congress who
have given up trying to get the Intelligence
Community—FBl, CIA—working together.
They are saying, “We're going to recreate
the Intelligence Community inside Home-
land Security. You guys go ahead and do
whatever you want. You'te never going lo
solve the problem. We'll soive it by creat-
ing a new outfit. If TTIC fails, that is what
is likely to happen.”

Terrorism is our number one problem . . ..
That is a fact of the environment now. Be-
yond terrorism, interstate conflict, which is
traditionally what foreign policy has been
about, is being supplanted [by] internal
conflict, within states. This is a very differ-




ent kind of problem fo deal with . . . . Plus
[we have] a handful of rogue states with
modest military capabifity, but possible ac-
cess fo weapons of mass destruction . . .,
Finatly, [technological] changes have re-
duced the target intelligence cycle . . . to
minutes in many cases. This changes . . .
what kind of intelligence you need.

FH ok

As a Community, we've become increas-
ingly focused on reporting rather than ana-
lyzing . . . . We've been relatively good at
the “who,” the “what” and the “when”. . ..
We're iess good at the “how,” and I think
we're positively miserable at the “why” and
the “so-what”

* kK

{Septermber 11] was a faifure of intelli-
gence. It was a failure of intelligence be-
cause, in the face of a strategic threat that
we recognized, that three DCI's and a lot of
... other authorities tesfified about, we
didn't set up a real warning system. A real
warning system should have . . . correlated

sirategic warning (that is, there's the ene-
my) ... with what | call operafional warning

. .. fhere's what we think, what we have
evidence he'’s thinking about doing.)

{As to] Iraq WMD, the real scandal is not
what's in the newspapers about cooking
the books, spinning, exaggerating, manip-
ulating . . .. The real scandal is that the
books were so thin, that there was so little
in them on a target of what was professed
to be the highest priority through the 80s
. ... Iraqg was not a closed society. It was
not a North Korea. It was not even a Soviet
Union. There were lragis coming and go-
ing, not to mention Ukrainians and Dutch-

men and Germans selling you know what .
... Why didn't we get in there? . . . North
Korea—it is said they may have . . . one to
two nuclear weapons. The difference be-
tween two [or] five nuclear devices that are
untested and may be as big as refrigera-
tors . .. and 10, 15, 20 weapons that . ..
are the size of breadboxes thaf will fit on .
.. missiles . . . is enormous . . . . Our strat-
egy requires an appreciation of where they
are on that spectrum. We don't seem to
krow.

i think you all know [that} despite consider-
able investment both at the strategic and at
the tactical end—especially at the factical
and operational end——there's not enough
{HUMINT], certainly for the environment
that we're in now. Access is key. We need
our partners, our Allies, to help us with that
.. .. Access is something that takes de-
cades to grow . . . . Even though we've
been locking at lraq a fong time, we wer-
en't where we needed fo be in lerms of
what the feadership was thinking and do-
ing. [HUMINT isf also, as you know, the
feast automated and well-linked of alf the
databases, although we're moving it the
right direction.

At the end of the day, what [CENTCOM
Commander General] Abizaid confronted
me with is, what are they thinking? What
are they going to do? Why are they doing
what they're doing? | was very hard-
pressed, and the Community was hard-
pressed, to give coherent answers.

* kX

Asa
Community,
we've. .. been
relatively good
at the "who,”
the "what" and
the "when”. ...
We're less goad
at the "how,”
and positively
miserable at the
"why" and the
"so-what."




If you're talking
about
preempiion,
you pretty well
have to have
perfect
intelligence.

We have the ability to count tanks, [butf we
don't have the ability right now fo get inside
the head of the enemy, fo folfow the cycles
and patterns of decisionmaking, tc under-
stand the nature and character of the ene-
my and divine what he's alf about.

The commanders in [the lraq confiict] had
plenty of information. ft was the human ef-
ement that was the bottieneck—ithe finabil-
ity] to ahsorb and pass along information,
and perform that fusion at the lowest
fevel— fthat] is what got us info trouble.

LA &

Dick Kerr did a study . . . of alf the analysis
that was written on Iraq [by the CIA] . . . .
He said . . . it was very good, there was a
lot of detail, there was a lot of information,
but he came away from all of that analysis
having no reaf sense of what lraq, the
country, was alf about.

Tk

My greatest frustration {as a former iniellii-
gence consumer at the NSC] was trying to
get political intelfigence, particularly of a
gfrategic nature . . .. And I got very, very
{ittle of it. The best stuff | saw was military
intelligence that had to do with arms con-
irol and weapons systems and so on.
What this gets to . . . is the distinction be-
tween strategic intelfigence and factical.
The more sirategic you get, the less of a

data dump. The dafa dump is the easfest
thing fo do [but it's aimost always of a tac-
tical nature].

A

If you're talking about presmption, you
pretty well have to have perfect intelli-
genice if you're really going to operate on
[that basis], because what you're sayingis,
“We have to do this because . . . " | think
what has happened in Irag with the WMD
is & good example of the morass that we
have gotten ourselves into with the pre-
emption idea . . . . How are you going o
decide whether somebody is seeking
domination over the United States . . . [and
whether] you need fo preempt?

AL

The intelfigence response to the policy of
preemption aisc means, I think, that intelfi-
gence has fo bear scrutiny, not only from
the public but from our alfies as well. |
think intelligence has to have an analytic
method [that also can bear scrutiny] . . . .
A method that we have often used in the
past, which | suspect may have faken us
down the wrong path on the fraqg-WMD is-
sug, is the worst case method. We take
facts, and we interpret them in the worst
possibie fwayl.




Diagnosing the IC’s Difficulties:
Identifying the Root Causes

Canference speakers cited several factors
as major contributors to the [C's difficulties
in dealing with the new security environ-
ment. Foremost among these were the in-
stitutional and organizational holdovers
from the Cold War that continue to inhibit
inteltigence sharing and rational pianning
and management within the IC. They also
obstruct contacts between the IC and ex-
ternal sources of information and exper-
tise. Another major problem is the decline
in analytical capabilities and basic intelli-
gence that has taken place during the de-
cade of the 1990s.

Many speakers pointed to the limitations
on the authority of the DCI as a major ob-
stacle to long-term planning and coherent
management within the Community. He
lacks the fiscal and personnel authorities
to shift resources and establish priorities
within the Community. In conirast, the
DCD, which commands 80 percent of the
resources of the IC and dominates the col-
lection requirements process, is an “800-
pound gorilla." There is no effective cen-
tral planning and direction. From the per-
spective of the DCI's ability to establish
priorities for the Community, the situation
has become werse with the establishment
of the Department of Homeland Security,
which will become another equally impos-
ing obstacle to the DCI's ability to manage
the Community and establish clear guide-
lines.

Anocther organizational weakness high-
lighted by conference speakers, and one
closely allied to the limitations on the au-
thority of the DCI, is the rigid distinction
drawn between intelligence agencies with
domestic or law-enforcement responsibili-
ties and these with an international mis-
sion. Both the constraints on the DCI and
the legal barriers established to limit coop-

eration between agencies like the FBIl and
CIA have their roots in histerically justified
concern over the implications for civil liber-
ties if security and intelligence powers
were concentrated in the hands of a single
individual or organization. Nevertheless,
they have seriously hampered counterter-
rorism efforts. Terrorists do not respect
borders and domaestic-international dis-
tinctions. {n addition, the development, as
a result of this legal distinction, of two bu-
reaucratic cultures, the law-enforcement
and the intelligence, has further inhibited
efforts to develop an effective response to
the terrorist threat.

Beyond the dividing lines drawn between
agencies with domestic and international
responsibilities within the iC, some saw a
more fundamentat preblem in the Commu-
nity's organization on the base of collec-
tion disciplines—NSA for SIGINT, NIMA
(now the National Geospatial intelligence
Agency [NGA]) for IMINT, and CIA for HU-
MINT, among others. Rather than con-
centrating the resources of the Community
on crucial intelligence needs, its existing
structure encourages individual collection
disciplines to focus on the information they
collect best, rather than that which is most
crucial to meeting priority needs.

Apart from the misapplicaticn of limited in-
telligence resources, organization on the
basis of collection disciplines has wors-
ened another chronic problem within the
IC, the gulf between analytic and collection
functions. As a result, limited analyticat re-
sources have been overwhelmed by vastly
larger collection capabilities. Information
overioad is an ever-more sericus problem
for intelligence analysis within the IC.
Moreover, it has harmed collection as well




From an
Intelligence
Community
perspective,
planning and
direction are
fundamentally
broken.

as analysis. As one speaker put it, you
have to know what you are locking for be-
fore you can coliect.

Yet ancther problem which some view as a
by-product of the Community's current or-
ganization is the obstacle it presents to the
crucial efforts to achieve the goal of analyt-
ical fusion, the ability to survey and inte-
grate information from a variety of sources
to identify paiterns suggestive of emerging
threats. The proiiferation of special com-
partments and access restrictions—partic-
ularly for HUMINT, but for the other INTs
as well—runs counter to the need 0 inte-
grate information from disparate sources
in order to put it in context and to derive
maximum benefit from it. One former se-
nior intelligence consumer whose own ac-
cess had been virtually unrestricted was
among those complaining most sharply
about the practice of delivering HUMINT
and other sensitive intelligence in "manila
envelopes,” segregated from other infor-
mation and lacking in context. Security
and accountability, in his view, have de-
feated efforts to integrate knowledge.

Access restrictions impoesed by "collection
discipline" agencies also hobble efforts to
disseminate crucial counterterrorist infor-
mation to state and local authorities.
These officials are crucial to efforts to
maintain the security of the homeland
against terrorist threats. Similarly, intelii-
gence sharing arrangements with foreign
allies whose interests—particularly in com-
bating terrorism—are congruent with our
own are limited by the security controls and
access limitations imposed by individual
ccliection authorities, each of which impos-
es its own rules and controls. Speakers
questioned the validity of the NOFORN re-
striction in an era when the most immedi-

ate security threat arose from non-
government organizations like al-Qa'ida,
and some of the best sources of intelli-
gence are controlied by friendly services.

In addition to institutional and organiza-
tienal weaknesses, speakers cited an ero-
sion of analytical capabilities as a factor in
the iC's difficulty in coping with issues like
terrorism and proliferation. They pointed
to a decline in investment in analysis in the
decade of the 1990s as a major strategic
error. The problem was compounded by
the division of collection and associated
analytical responsibilities between various
members of the |IC. This promotes spe-
cialization and helps to defeat the cause of
contextual analysis.

Presentation Excerpts

From an Intelligence Community perspec-
tive, planning and direction are fundamen-
tally broken.

.

The DCI has very little more authority than
he had in 1947. The biggest consumer of
intefiigence in the government is the
Department of Defense. It also pays 80
percent of the fintelligencej budget . . . and
the Community works for them . .. . When
or if {Homeland Security] gets really oper-
ating, vou're going to have two 800-pound
gorillas [for the DCI to deal with].

Lk}

The Intefligence Community, at least in an
organizational sense, fs pretty much the
way if's been since the creation of the
National Security Act . . . since 1947 . ..




We have a new world . . . threats we
haven't anticipated before, and yet we're
organized much the way we were orga-
nized when we really had only one major
threat . . . the Soviet Union.

! think one of the major problems facing
the Intelligence Community is that we do
not focus on missions. We focus on how
we collect stuff . . . . We organize every-
thing we do by INT . . .. How much money
do [ want to throw at SIGINT . . . MASINT
... HUMINT? That's an interesting ques-
tion, but the first question ought to be how
much do [ want to throw at terrorism.

Ak

Are we doing business the way we should
be doing it? For example, we're organized
by coliection units. We're not organized by
threat or anything. You've got an electro-
optical satellite, so what do they do? They
go out and lock for alf of the intelfigence
business that you can use electro-opfical
for rather than say, we've got a China
threat here and start from that as a basis
of organization.

We have a huge American problem, and it
starts in the National Security Act of 1947.
It divided the Intelligence Community into
two parts, foreign inteltigence and domes-
tic intelligence . . . . It didn't matter too
much during the Cold War, because most
of the problems were overseas . ... Then
comes lerrorism . . .. The terrorists don't
care about national borders.

*kH

It is a fiction, a complete fiction, to pretend
that the world is organized inlo what is
happening here and what is happening

there and that you can accurately describe
the world in two chunks . . . . In the real
world, these things are tightly woven to-
gether, and . . . the separation . . . makes
what you do increasingly artificial.

Ak

it's important to distinguish between struc-
ture and process on one hand, and the
reasons for Intelligence Community fail-
ures on the other. The former may often
be the cause of the latfer, but not neces-
sarily. If present strucltures and processes
don't produce the proper functioning, is it
because of the structure, or because of
other things like the political mandate or
the material resources?

*kE

There are . . . these two philosophically dif-
ferent bureaucracies—the law enforce-
ment bureaucracy and the intelligence
analyst bureaucracy. They look at prob-
lems . . . from oppasite ends. [For] the law
enforcement professional . . . you collect
information with the goal of bringing some-
one to justice. What is not involved fin an}
investigation you throw out . . . . The intel-
ligence analyst, on the other hand, looks at
a whole world of information of different
sorts, different qualities, [from] different
sources fand looks for patterns].

LR

Who's responsibie in the National Foreign
intelligence Program for going against ter-
rotists? . . .. it's not CTC. It's not the JITF-
CT. it'snot TTIC. Who brings together all
of the collection and analytic capabilities

We do not focus
on missions.
We focus on
how we colfect
stuff.... We
organize
everything we
do by INT.




Our whole
classification
[system]. ..
needs very
thorough
examination.
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that we have to go against the ferrorist
threat facing the United States? . .. We
don't have anybody.

Lk}

The distinction between open and secret
needs to be rethought . ... We need to cre-
ate processes for sharing information

.... Many of the things that are secrei are,
if we're honest, not {secrel] for very long.

LR

We organize ourselvas arcund a group of
people who've got security clearances

. ... In this world where the cop on the
beat may be part of the front line of both in-
felligence collection and action, is it credi-
ble to think we're going to be able to define
that Community in advance, decide who
getsthe clearances ... ? Inthis new world
of "unknown unknowns, [specifying] a pri-
ori who needs to know is not only difficufl,
its also contrary to the basic problem that
we have. We don't know who will need fo
know in advance.

Why [do] all the [HUMINT] reports arrive in
separate envelopes? Because they're
part of a separate, hermetically sealed se-
curity and accountabifity system. To serve
accouniabiiity and security, you defeat in-
tegration of knowledge.

dooke ke

Our whofe classification {system]. . .needs
very thorough examination, because we
are both extending [sensitive information]

to too many people at one level, and not
giving [essential information] to the police
at another level.

LR

NOFORN . . .. Aslong as that word exisis,
I think we're going to be crippled in ferms
of releasibility . . . . if we can't get beyond
it, we're not going to be able to leverage
fufly our best allies and friends.

K E

We force fit analysis into the existing func-
tions . . .. [We developed] incredible spe-
cialization, but it was absolutely anathema
fo contextual analysis . . . . To make mat-
ters worse, we not only divided up analyti-
cal functions, but {created] . . . a very
complex management structure [thatf . . .
pulled more and more people in fand away
from core functions].

AKX

The distinction between analysis and col-
fection fis beginning] to break down. To be
out there locking at masses of data, you
need to know what you're fooking for. You
need to be an expert.

Lk

It seems to me that downsizing analysis
significantly after the Cold War was fo a
fair extent penny-wise and pound foolish.

whk

People are the core of the intelligence

business. We've made a number of deci-
sions as a nation in the past decade that
deemphasize people. | consider that one




of the biggest strategic mistakes in US in-
telligence . . .. Language is a critical part
of this. Unfortunately, we've been working
the [foreign] language problem for de-
cades now, and it still doesn't seem to be
improving.

*kk

The D is grossly overstretched. Frankly,
the DI was grossly overstreiched on Sep-
tember 10, and since then we have creat-
ed an 800-pound gorifla in Homeland
Security and [another] in CTC.

We've made a
number of
decisions as a
nation in the
past decade
that
deemphasize
people,
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Reforming the IC: Proposals for
Change

The conference surfaced multiple propos-
als for improving the performance of the IC
in meeting the challenges it faces. They
ranged from a sweeping institutional over-
haul to more modest proposals for improv-
ing the depth of expertise and the range of
analytical tocls at the disposal of the iC.
Responding to the widespread—albeit not
universal—feeling that the {C's organiza-
tion cn the basis of collection disciplines
inhibits its abiity tc respond to new and
rapidly evolving crossborder threats like
those posed by terrorism, the most far
reaching suggestion was a proposal for a
sweeping overhaul of {C structures and
procedures.

As outlined by one speaker, this scheme
aims at restructuring the Community on
the basis of 10-to-15 major missions, such
as counterterrorism and China. The cur-
rent lineup of IC agencies, including the DI
and DO, wouid remain in existence, but
primarity as pools of specialized talent and
expertise on which the proposed mission-
ortented Community Centers could draw
to support their personnel and other
needs. The centers would have fult pro-
grammatic and operaticnal responsibility
for a given mission.

The centers and the existing agencies
would all be incorporated in a revamped
Central intelligence Agency that would
function as such, in fact as well as in
name, replacing the loose confederal
structure of today's Intelligence Communi-
ty. The overall structure woutd be under
the control of a DCH with greatly enhanced
personnel and budget authorities. Specif-
ically, this mare muscular version of to-
day's DCI would have the power to appeint
and replace center and agency heads, as

well as the authority to transfer personne!
and resources from one agency or center
to another.

Other, somewhat less far-reaching pro-
posais, also focused on what most saw as
a key weakness of existing IC relation-
ships, the DCl's limited authority over the
Community, Although not endorsing a
ground-up restructuring of the Community,
they made a strong case for eliminating
many of the current constraints on the au-
thority of the BCI by giving him full budget-
ary authority over all member agencies of
the IC and converting him into a Birector of
National Intelligence.

A third proposal supported by several
speakers zerced in on the IC's difficulties
in meeting the threat of domestic terror-
ism. These speakers backed the creation
of a US equivalent of the British Mi-5, a do-
mestic intelligence agency with overall re-
spensibifity for counterintelligence and
counterterrorism. One speaker argued
that concern about the potential threat this
might pose to civil liberties was misplaced.
Concentrating responsibility and authority
for these issues in one agency would facii-
itate Cangressional and pubtic oversight,
which is currently fragmented.

Ancther speaker cafled for revising our
definition of the intelligence Commumnity.
With reference to the counterterrorist prob-
lem, he pointed out that much of the exper-
tise and collection capabilities against this
target were to be found beyond the con-
fines of the IC, in the ranks of police, other
local and federal governmeni officials, and
academics. He argued in favor of a funda-
mental rethinking of the instituticnal and
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procedural barriers to the exchange of in-
formation between the {C and these
groups.

Cther speakers did not go this far, but
there was strong support for an overhaul of
the security and classification procedures
that inhibit the exchange of information
with other governments, non-IC agencies,
and groups with particular expertise or rel-
evant responsibilities. NOFORN restric-
tions that inhibit the exchange of
information and intelligence cooperation
with friendly services came in for particu-
larly strong criticism. Several speakers ar-
gued that the number of truly sensitive
items of intelligence information—originat-
ing, for example, with unigue sources—did
not justify the proliferation of special com-
partments and restrictions.

Along with those who supported institu-
tional reforms and makeovers as solu-
tions, others looked to technological or
methadological innovations as ways te im-
prove the IC's performance. Speakers
saw new technological and software solu-
tions as essential to coping with the ever-
increasing masses of data that are delug-
ing analysts. There was particularly strong
support for technology-facilitated ap-
proaches to data mining and pattern rec-
ognition as ways to identify emerging
threats—the "unknown unknowns.”

Another speaker argued that technological
aids also could be important in retrieving
the "unknown knowns." Egually important,
in this speaker's view, were new methodol-
ogies and a willingness to reconsider dis-
carded hypotheses and alternative
analyses. He envisioned technology as a
means of facilitaiing this reexamination of
old data and hypotheses, and avoiding the

pitfalls of short-term, event-driven analysis
that have been characteristic of much of
the 1C's production.

Cthers saw the remedy to the Communi-
ty's problems in a return to basic principles
of the intelligence craft—such as a revival
of emphasis on the classic intelligence cy-
cle—rather than new approaches. Most of
those holding this view stressed the impor-
tance of reemphasizing area knowledge—
"understanding the enemy"—as a funda-
mental building block of the Community's
analytical capabilities. One called for a na-
tional program to build a knowledge base
on the Islamic world akin to the govern-
ment's support for the Soviet studies pro-
grams that had dramatically improved our
understanding of the Soviet system. An-
other warned against singling cut any one
region of the world for emphasis at the ex-
pense of other regions, arguing that we
could have little confidence in our ability to
identify the threats that would exist 10
years from now.

Conference parlicipants recognized that
the develcpment of broad area expertise
would be a laborious process. Some
called for innovative approaches to tapping
ouiside expertise, such as the develop-
ment of a reserve intelligence corps of ac-
ademic and other outside experts. This
would be used in much the same way that
the military relies on reservists to expand
its capabilities in time of need.

Panelists also examined ways to improve
the interface between the intelliigence and
policy communities and to ensure that the
product meets the needs of the policy
makers. There was a general consensus
that formal! policy documents, such as the
new Naticnal Security Doctrine, were an




inadequate guide. At best, they provided a
snapshot of an Administration's intentions,
and could not take into account the con-
straints and pressures that would be im-
posed by time and circumstance. Polling
the policy community for its interesis and
priorities was also dismissed as virtually
useless as a guide to future needs, most
sharply by a former senicr policy consum-
er.

There was a strong consensus that an in-
stitutionalized dialegue—one embedded
in standard practices—offers the best
means of aftuning the IC to the needs of
the policy community. Speakers warned,
however, that to be useful the DCI would
have to initiate the exchange by inviting a
reaction to his proposed priorities, rather
than relying on the policymaker to look be-
yond his or her short-term needs.

Presentation Excerpts

On Restructuring the Community

Whatever management phitosophy you
may think is good, you wouldn't come up
with the intelligence Community the way it
is. Almost any change, even random
change, would probably improve it.

* kK

if we assume a rate of change in national
security affairs over the next 10 years at
least equal fo what we've seen in the previ-
ous 10 years, we had better be prepared fo
make radical changes in the way we do in-
felligence.

How do you create a mission focus in the
intelligence Community? [ think you need
to create . . . Community Centers. We
have Centers. We just don't have Commu-
nity Centers. We have a CTC, a Countert-
errorist Center, at CIA. Most people like to
cail it the DCI Counterterrorist Center, as
though giving it the DCI! nomenclature
makes it a true Community Center. [Butf
CTC does not organize the way the Intelli-
gence Community goes against the terror-
ist threat facing the Unifed States.

You need to put these Centers someplace.
'd propose someplace called the Ceniral
inteltigence Agency. It's not today's CIA,
so don't think CIA. it's the Ceniral, ernpha-
sis on Central, Intelligence Agency. Some
organizational structure . . . central to
bringing together all these acliviiies across
our existing Intelfigence Community.

If we had these Centers, the Community's
programming and budgeting process
would rely on the Centers o help us figure
out where we need to put doflars and cents
in programmatic activities against the mis-
sions . .. NSA, or NIMA, or DO, or what

have you.

[These Centers] need to report to some
sort of corporate center. You stiff continue
fo have NSA, NIMA, elc. . . . as subsidiary
spokes fo the central corporation, Those
subsidiaries provide services . . . people
who support the Centers . . .. The Director-
ate of Operations and the Directorate of In-
telligence wouid be treated the same way
...as NSA or NIMA . . . as supporting func-
tions to the overall mission orientatton of
the various Centers.

If we assume a
rate of change

in national

security affairs
at least equal to

what we've
seen, we had
better be
prepared to
make radical

changes in the

way we do
intelligence.
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Qur current
systemis based
on drawing a
balance heavily
in favor of
security versus
the flow of
information. . ..
We're going to
have to draw
that balance
differently.
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This overall central organization . . . needs
to be headed by the DCI. Sorme people
want to call him the DNI. [ don't care what
you call him. [There] needs to be some-
body in charge.

if we're ever going fo gef NSA, NIMA, DO
folks, Di folks, people from DIA together in
Community-wide Centers, somebody has
to. .. be able to move people across the In-
tefligence Community, anytime, anywhere.
. .. You need somebody at the top who ac-
tually is responsible for picking, employing
and, when necessary, firing the heads of
the major [subsidiaries] . . . . | think the DCI
ought to be given the ability to pick the
teads of these organizations in consulta-
tion with the Secretary of Defense, just the
opposite of the way it is today.

The DC/ needs to controf the money . . . in-
to, out of, and around the Intelligence Com-
munity . . . . At the moment, that's not the
way it works at all . . . . Some 80-to-85 per-
cent of the Community’s budget is not ap-
propriated to the DCI. It's appropriated to
other people.

{Reorganization on the basis of mission
would] centralize management of the Intel-
ligence Community in an organization that
actually has a Communily function . . . .
You actually end up with somebody re-
sponsibie for intefligence; socmebody who
ought to be held accouritable.

Tk

We need . . . a new definition of what the
Intelligence Community is, because the In-
telligence Community isn't just the group
sitting here in this room . . . If's a very un-
defined and broad groug of people who ex-
ist in and out of government in the United

States and abroad. In particufar, we need
to begin to think about the role of the state
and local governments, privale sectors,
and civilians as part of this.

Our current system, based on security
clearances and the need to know. is based
on drawing a balance heavily in favor of se-
curity versus the flow of information. . . .
We're going fo have to draw that balance
differently. We're going to have fo be pre-
pared for more leaks, for more compro-
mises of information, to make sure that
people who need . . . information have a
way to get [it.] . .. There'll be some kinds of
sources that are of such great value that
we have to protect them, but | think we're
going to have to draw the balance very dif-
ferently.

We're going to have to have a much more
decentralized system in place . . . . [We]
have to recagnize thatl there are going fo
be lots of different nodes and different
ways in which networks develop fo deal
with intelfigence information.

Both because of the nature of the [intelli-
gence] challenge . . . and because we
need to find a way to break down the do-
mestic and international lines, it seems fo
me that we need to look at the Mi-5 model.
... Many of the critics of the M!-5 proposal
[have asked whether it poses] . . . an unac-
ceptabie threat o civil liberties . . . {but] we
should not fry to solve our problem with
civil liberties by having a less effective do-
mestic security strategy. . . . | think it's pos-
sible through a very serious [debate] and
explicit . . . set of guidelines fo deal with
what we want such an organization to do;
to have clear rulas, strong accountability,
and strong oversight.

EE R




it does seem to me that an Mi-5 or domes-
tic intelfigence organization probably is the
right ultimate outcome . . . . From [the per-
spective off accountability and oversight, it
seems fo me it probably would be prefera-
bie to have a separate agency, separately
overseen, than fo have domestic intefli-
gence continue to be the tail of a law-en-
forcement dog. | think that would make for
cleaner lines of accountability and aver-
sight. As it is now, the oversight commit-
fees . . . oversee [only] part of the FBI.

TRK

[l think] the ability to mix and match spe-
ciaflies according to the issue frather than
a massive restructuring is the way for the
intelligence Community to goj. . .. The
chalienges for the intelligence world will
not continue . . . fo conform 1o a few slan-
dard formats. They will require an ability io
move blocks of knowledge and expertise
together in new combinations, possibly for
inferim periods, possibly for long periods if
the probiem is durable and the need for
coverage is durable. They will need the ap-
plication of netwarked approaches. In par-
ticular they are going to need networking
into the outside world—networking into
oulside experlise—becaise you can't pos-
sibly have what you need inside the buitd-
ing for all the kinds of issues that you're
going to need fto deal with]. But above all,
it needs networking within the system.
This implies . . . the need for crosstraining,
crossassignment, and, of course, for hav-
ing peopie spend time in the policy world
... so they can acquire an instinct for what
that's about.

On judging plans for reorganization, we
need to balance the clear short-term costs,
disruption of work, against uncertain long-
term benefits . . . . Both ceniralization and
decentralization offer important benefits,
because they're good for different things
.. .. Centralization helps us against the
Pear! Harbor problem, but it's Jess open 1o
dissent, chalflenges fo dominant views. . ..
It promotes layering, delay, sclerosis, sti-
fling of unconventional views . . . like any
huge hierarchical bureaucracy. Decentral-
ization has the advantage of piuratism and
competition that helps to surface disagree-
ments; if copes with politicization by mak-
ing a clearer market for competing views,
but it makes units more responsive to their
parent department’s interests than to na-
tional intelligence. it promotes dupfication,
confusion,

[Can] covert action become a more impor-
tant part of what we do? . .. It is certainly
true that we need to be able fo mount op-
erations that allow us to disrupt fterrorisis]
and be effective in dealing with them. The
question is whether that is the same as
what we have traditionally understood to
be covert action. And second, whether we
have the right institutions to cope with it in
its new forms. | would suggest that the
kinds of secret operations that we're talk-
ing about are different in character from
traditional covert action. {There] the goal
was fo hide the hand of the actor and, in ef-
fect, create deniability for the United
States. For the most part, the kind of se-
cret operations that we need to do now are
operations for which we need secrecy flo
carry out], but not necessarily deniability
after the fact.

The challenges
for the intelli-
gence world will
not continue
... lo conform
fo a few
standard
formats.



We need to
think about
tools and
technigques that
will help us see
patterns that we
haven't seen
before.

On Exploiting Technologies and
Methodologies

Is there any way we can replicate that {suc-
cess against the Soviet target{? . . . [ dont
know the answer . . . but | think | know
where the answer is fo be found. . . . The
answer is going to be found in the space
between aggressive human operations,
close-in surveillance technology, and deep
data mining.

Ll

How do we begin to think about these "un-
known unknowns"? How do we get the
kind of peripheral vision that sensitizes us
to things that haven't been on our screen,
that don't fit the modeis that we have?
Here's where this very challenging gues-
tion of pattern recognition, of data mining,
comes in. Notwithstanding the very bad
publicity that TIA [Total Information Aware-
nessjgotand . .. deserved because it was
cavalier about the potential civil liberties
implications, we do need o think about
tools and techniques like thaf that will help
us see patterns that we haven't seen be-
fore,

There are enormous possibilities for tech-
nology to help us in these tasks . ... Tech-
nology is not a panacea. We're not going
to find the algorithm that allows us fo find
hidden terrorists in the weeds, but at the
same time, technology does aflow analysts
to do their job better, more effectively, fo
communicate better with othiers, to dissem-
inate better . . . . It also can provide a lot
more accountability by keeping records, by
letting us know what we're searching for . .
. . Analysts can be held fo account, polficy-
makers can be held to account.

EE

Finding ways to put analysts and fechnolo-
gy together to mine enormous amounts of
data [is important]. More important, it
seems to me {is being} open-minded about
patterns, {resurrecting] hypotheses that
were discarded, {looking] at data again and
again and again. {We have whall seems (o
me io be a real opportunity to think about
methodologies more generally.

On improving the intelligence Product

What strikes me about the run up to 911
was how important the things we didn't
know we knew were . . . . Reminding our-
salves of the "unknown knowns" is an im-
portant part of the challenge in front of us.
We'd kriown from about 1990 on about
planes as bombs. We just forgot we knew
it. ... Keeping alive what we've known in
the past but may not be attentive lo at the
moment . . . calls for a kind of methodolog-
ical sophistication, a use of technology,
that really offers opportunities.

LS

Since everybody is pressed for manpower
and time, especially on the part of people
who are [area] experts, this may be an
area where a few experts on the inside,
plus some contractor support, could be of
help. [They could] fook through a carefully
crafted list of targels or topics where we
know we really have io be up to snuff. . ..
Are we? It's worth knowing why we're not,
if we're not, Is it a question of funds, pec-
ple? . . . More important, though, can we
close the gaps? . .. How might we do that?

A

Since the volume of data is getting larger,
we're going to have to rely on better auto-
mated solutions with brilliant soffware fools




to help us slice, dice, maniputate, and pro-
file those signatures. And I'm talking meta-
dala, as welf as inlernals, to do the
keyword searches to make the interrela-
lionships apparent quickly so that we can
focus and try to understand significance
and relevance fo the factical problem, or to
the operational problem, or the key read at
the strategic level.

The current buzzword . . . is "multi-iINT,"
which has lots of features in common with
all-source analysis or fusion. If it has dis-
linctive features . . . there are really three.
One is a lot of understanding of what the
various INTs can do. Second is a very iter-
ative process that keeps going back, over
and over existing hypotheses and data.
The third is a degree of technological so-
phistication that lets that happen rapidiy.
Those seem to me to be features that need
o characterize intelligence analysis in the
future. It needs to be much more interac-
tive; it needs tc be much more open-mind-
ed about hypotheses. . . . [lt should be] less
event driven. Events are important. .. [but
less so than for] Cold War intelligence.

[My experience at the NIC] made me real-
izg just how much expertise is out there in
society that is tappable [if we are] creative
enough. Lols of people we wanted fo get
with sophisticated technical or financial ex-
pertise, we couldn't have hired for a career,
but we could get fthem] for a couple of
vears with some combination of [appeals
to] patriotism and {the opportunity to seg]
how the other side worked. | think the pos-
sibilities for doing that and for all kinds of
less formal refationships with NGOs, aca-
demics, think tank, and Wall Street peo-

ple—which the Communily is starting in
some smalf but interesting ways to fap—is
going to be critical.

e

One of the emerging challenges for inteili-
gence . . . [is] intelligence sharing . ..
across national boundaries. Certainly the
war on terrorism has shown us that. . . . My
sense is that some countries stilf believe
that the asymmetry of both political power
and intelligence capabilities still put them
at a great disadvantage. Either what they
have is not valued by the United States or
they don't feel they're getting anything in
return. . .. 5o I don't think we've got the
poiitics and the culture of a new concept of
sharing down right. We are essentially us-
ing the old model of bilateral liaison rela-
ffonships, when perhaps something much
broader, more inclusive, is called for.

* ek

We've got to be imaginative, [perhaps] in-

ternationalizing espionage [against the ji-

hadist target]. . . . We [already] rely heavily
on foreign liaison. Most of our agents, op-
eratives, and colffaborators are non-Ametri-
cans. There must be some way to pariay

this . . ..

One of the most important reforms, at least
for the mission of counterterrorism and a
fot of associated questions about political
instability, world order and so forth, is the
cultivation of much larger numbers of real
area experls in this country, who are genu-
inely bitingual, really bicuftural, who haven't
just taken a few courses, or fearned how to
order from a menu in an exotic language,

One of the
emerging
challenges for
intelligence . ..
[is] intelligence
sharing . . .
across national
boundaries.
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I've been struck
by how much
we really have
to return to
basics. Back to
basics really
means under-
standing the
adversary.
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but can really operate abroad . . . and get
inside the skins of people who are not like
... Westerners.

Having a revolution in intelfigence affairs
does not mean that every single thing has
o change. In fact, I've been struck in the
last day and a half by how much we reafly
have to return fo basics. . . . Back fo basics
really means undersianding the adversary.
... Inlrag, there are people reading thou-
sands of messages a day and writing si-
treps every four hours. What they are
doing is very, very important, but it's not
analysis. Analysis means having the fuxu-
ry of time to think about your adversary.

EE 3

We need vastly simplified managemer,
and a significant increase in the number of
core funictions people that we have. . ..
There's so much overhead in the Commu-
nity that that's doable within current num-
bers, but it does require a simplification of
structures. [ think SIGINTers and imagery
analysts should be colfocated with other
analysts far mare than they are now.

LR

The bottom fine on analysis is that we need
to get people more time to think, [Time]is
onie of the things that the people in the
Community have very, very litfle of. . ..
Some of that you [may be able to] solve by
linking to outside expertise.

R

My instinct is fo err on the side of throwing
money at a lot of things, because | have
very little confidence that we can know now
what we're going to need five or 10 years
from now. One simple answer . . . is to in-
vest more in analysts with regional exper-
lise.

One of my few specific recommendations
for reform [is] to create a systematically or-
ganized and serious intefligence analyst
reserve corps . . . using these people for
first coverage of apparently low-priority ar-
eas. And secondly, as a pool of mobiliz-
able, smart, well-grounded people who
can be used to beef up other accounts in
an emergency. . . . it's a good opportunity
to use people with expertise in universities,
think tanks, businesses that operate
abroad, and so forth, the way the [military]
services use military reservists.

R

The US government was a big actor in cre-
ating the broad and institutionalized knowl-
edge base necessary for conducting the
Cold War. Could we replicate that in some
way today? We need to create, among
other things, an atlas of Islam . . . a knowl/-
edge base. We ought to do it as a national
project.

On Fine-tuning the Relationship to the
Intelligence Consumer

The fundamental responsibility of intelfi-
gence to power is fo fell truth. . . . If you
don't do that, if you trade in your indepen-
dence for the sake of greater intimacy and
access, then you have violated what
should be a fundamental ethic of the Intel-
figence Community.




The first refationship, the closest bond be-
tween the intelligence services, has to be
between them and the President. You can-
not be in a position where the President
asks, "Who are these guys working for
anyway?"—where he looks at his DCl as a
potential interloper rather than as some-
one to turn to for the most sensitive infor-
mation. What does that mean abouf the
Congress? Well, it may mean there has to
be something of a lag [in getting informa-
tion fo them].

Most of the time the intelligence consumer
.. . doesn't know what fhe] wants until [he]
needs it. So fthe responses to] the ques-
tionnaires that you send out . . . [are] hog-
wash. . . . What I would do is have the DCJ,
once a year, present a document to the
National Security Council, "Here's what |
think you need, and here's what I'm plan-
ning to do." Give the consumers a docu-
ment fto which they can respond]. .. . |
think then you would get a dialogue. There
is no dialogue now.
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You stiff need to be able fo anlicipate
things that are not on the current Adminis-
tration's agenda at all, but that are the re-
sponsibility of the Intelligence Community
to highlight and draw attention to.
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There has to be . . . [a dialogue between
the analyst and the intelligence consumer
about priorities]. The question is, how do
you induce that? How do you create the
structures to de it? ... We need some way
of building this into the system so that it be-
comes part of what people do.

*

[We need to] rethink again the distinction
between policy and intelligence. . . . [Our
situation] requires a process by which ana-
lysts and policy people work much more
closely together. Intelfigence fshould] heip
frame hypotheses . . . hear what hypothe-
ses are on the minds of policy people, [try]
to understand their worries . . . mixing up
policy and intelligence much more than we
have traditionally done is ail the more im-
portant f[now].

The
fundamental
responsibifity
of intelligence
to power is to
tell truth.
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